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PREDGOVOR

Mednarodna konferenca InfoKomTeh 2011

eNova vizija tehnologij pri hodnos

Mednar odna znanstvena konferenca Il nf oKomTe
komuniciranje in izmenjavo zhanj i n i zkugenj
komunikacijske tehnolagj e na podrol ju izobragevanj a, po

telekomunikacij.

Prispevki gtevilnih avtorjev se dotikajo mnct
kvalitete nasploh, tako znotrajnagwaslpoldatr sdii th
drughbi naspl oh. Ne nazadnje sporolajo o g
informacijske znanost.i uporabljajo v tako i m
Izpostavljajo tudi stanje, kje smo in nakazujejo, kam nas vodijo pabrmdtizacije in

virtualnega sveta ter prikazujejo prilognost

Z izmenjavo idej in pogledov na mednarodni znanstveni konferenci InfokomTeh 2011 bomo
t ako pripomogl. k razvijanju i novatiani h r
gospodarstvo, ki nam hkrati ponuja tudi pri/l

Programski in organizacijski odbor

mednarodne konference InfoKkomTeh 2011




Inf( [ (Hmieh

Mednarodna konf~>==~~

PROGRAMSKI ODBOR MEDNARODNE KONFERENCE
THE PROGRAMME COMITTEE OF INTERNATIONAL CONFERENC E

Programski in recenzentski odbor
mag. Mojca Orel, vodja programskega odbora

mag. Urgka Bul ar
mag. Krste Jovanoski

prof. dr. Andrej A. Lukgi |l
Robert Puri|l
Livija Sell an
dr . Nejc Zakrajgek
dr. Srelo Zakrajgek




Intc[{ymTeh

Mednarodna konf=+==~~

l.
e- POSLOVANJE

e-COMMERCE




Intc[{ymTeh

Mednarodna konf=+==~~

PLENARNE PREDSTAVITVE
PLENARY PRESENTATIONS




e-poslovanjeq plenarna predstavitev

Inf (hmieh

Mednarodna konf~>==~~

Applying the information technology in knowledge management
processes in organization in Republic of Macedonia

BlazeskaTabakovska Natasha,
Faculty of administration and management information sytems

University"St. Kliment Ohridsk¥ Bitola, Republic of Macedonia,
natasab@mail.com

Manevska Violeta,
Faculty of administration and management information systems

University"St. Kliment Ohridsk¥i Bitola, Republic of Macedonia,
violeta.manevska@gmaibm

Summary

Althoughthe knowledge managemenisa relatively youngciencethe most
organization in Europe pays attention on thitellectual property. In the recent year the
European organization use the different type of information technologyffemtiee and
efficient process of knowledge managemerhis paper provides an overviemd
interpretationof various IT (information technologiesjsed in differentstagesof KM
(knowledge management) and the effeeyhave inall stages andheirimpad on
organizational processesThe paper also presented thesearchresults of knowledge
management processes in organization in Republic of Macedonia. This paper is going to
give a review of different information technology which is used in particulgesof
knowledge management processes in organization in Republic of Macedonia and their
influence on processes.

Key words knowledge management systems, knowledge managem@mhation system,
technologiegor storage communicatioriechnology.

Introduction

The new information age has caused drastic changes in the way of managing
organizations and their processes in relation to the industrial era where the material
resources have greatest importance. Today, the intellectual property of the oahiast
greatimportance for any organization and more organizations put its focus on managing
knowledge. Managing the knowledge organizations becomes more effective and efficient in
using their resources and these leads to competitive advantage. Itiggedbethat
organizations that learn and adapt quickly to the changes in their environment, are more
likely to survive in the market. To gain knowledge organizations use different mechanisms
for learning: collecting data, measuring, planned and realizedtiast, trial and error,
feedback from customers and tleirroundings and gain experience. The learned
organizations adapt and apply in their circumstances. But to manage the knowledge it has
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proved a difficult task (Davenport, 1995) and remained sd tottay. KM can see how to
distribute information to do the right people at the right time.
In the theory have many definitions for knowledge management. Each of them contains

several KM integral parts: the use of available knowledge from external soentkesdded
and storage of knowledge in business processes, products and services; knowledge
representing in databases and documents; promotion of the knowledge increasing through
employees motivation and positive organizational culture; transfer and useowfedge
throughout the organization; and evaluation of the benefits from the application of knowledge
and its incorporation into the organization base.
KM process goes through four stages leaving their life cycle.

1st Creation of Knowledge

2nd StoringKnowledge

3rd Knowledge Sharing

4th Application of Knowledge
Based onanalysisof manydivisionsand phasesf the lifecycle oftheknowledge
management covered theory, life cycle could Dbealisplayedgraphicallyin the
following way includedall important elements of thjgrocess

Human recourses KM lifecycle Decision making
+—> +—>
Creation
Storing
. Sharing ,
Organizational culture Information technology
< > Application «—

Chart 1. Knowledge management life cycle and organization

Thischartshows the relationshipetweerknowledge management life cyclend the
fourkey areas in the organizatidBach oftheseareas hamfluenceal the way knowledge
managemenst builtinto the organizatiomAreashumanresourcesorganizationatultureand
decisionmaking andheir impact on the knowledge managenmoicess are not covered
by this paperThis paper is focused on the impactvafiousinformationtechnologies
in variousstagesf the processf knowledge management

Knowledge Management Systems

The Knowledge Management Systems refers to class of informapphed to managing
organizational knowledgd&here are IT based systemsvdloped to support and improve the
processes of knowledge creation, storage / retrieval and appliddaony.theorists deal with
this issue consider that the basic level of knowledge is created in the mind of people through
understanding, absorbing andynthesizing information Theysaythatthe creatiorof

11
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knowledgels themost importantcategoryof KM process which useshuman cognitive
abilities andit is very low supportedby a technologyincludingIT [Markus200]. Others
emphasizeéhe socialndcultural aspects as most important 0 [Davenport and Prusak
1999. Moreover[Robert Suttor200(Q believeshat companiesimplementingKMS useless
waste hundreds millions dbllars Despite of these attitudes, prevalent are notions about the
importanceof IT as a major supporter of the KM initiativd/e believe that weltlesigned 1S
can have a positive impact on this procédthough IT cannot support all of the KM
activities equally itan still support KM in various wayEl in KM is not one role ag has no
single technology that includes the KM&halyzing the various discussions in the literature
concerning the application of IT in KM encountered three applications. of the most
common applications ithe codification and sharing of best praes- internal benchmarks

in order to transfer the begtrracticesAnother common application of KM is toreate
organizational folders with knowledge who relate to thapping of internal experts and
expertiseBecause a lot of knowledge in organizatiassno longer codifiedcodifying
internal expertise is potentially useful application of KM [Ruggles 19818}d application of
KMS is creating a network of knowledg&uggles 1998], i.g. to bring people together
virtually to share and build collective @wledge in all specific fielddn this case KM efforts
are less focused on mapping expertise or benchmarking so the important thing is to share and
strengthen knowledg®@roviding online forums for communication and discussion they can
form networks of kowledge.Much known are practices of networked interactive forums
where users' comments are valued and indexed by title, author and date.

Knowledge Creation

The creation of knowledge includes developing new content or replacing existing content
within the organization who are tacit or explicit [Pentland 199%hrough social and
collaborative processes as well as through individual cognitive processes (e.g. reflection),
knowledge is created, shared, strengthen, extend and adapt to the organizational contex
[Nonaka 1994]This model sees the creation of organizational knowledge as the continuum
changes of tacit and explicit knowledge passing through four phases of the cycle
(socialization, externalization, internalization, and combination [Nonaka 1994Jjsasgiral
growth, so as movement between individuals, groupsoegahizational levelsin different
stages of the cycle of passing knowledge from one form to another, by use of IT can enable
and enhance the effectiveness of creating knowldRiggositoies of data, Data mining,
Archives of documents and Software agents can have great value in the combined
model.Also, for other models using different forms of IT can facilitate and support the
processExample IS designed to support collaboration; coatithm and communication
processes in the outsourcing model can facilitate teamwork and increase contacts of
individuals with other members of the tedfamail and group support system decrease the
weak ties in the organization and it can accelerate thatianeof knowledge [Nonaka
1994].Intranet allows ofline exposure to large quantities of organizational knowledge both
horizontally and verticallyAs it increases the exposure of knowledge in internalization model
of knowledge creation, in the same tim@n be increased knowledge of the individual by
acquiring new tacit knowledge as a result of observation and interpretatithis regard,
intranets can support individual learning through the conversion of explicit into tacit, personal
knowledge througla variety of ways: using computer simulations as (learning by doing) and
smart software instructorsCommunication through the mediation of the computer can
increase the creation of knowledge through the forums for constructive sharing of beliefs, to
achieve a common interpretation and the expression of new ideas [Henderson and Sussman

12
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1997].By providing a way of interaction between members of an organization by sharing
ideas and perspectives, through the establishment of dialogue, IS can enable isdividhea
organization to reach many new ideas or new interpretation of the ideas they had.

Knowledge Storage / Retrieval

Empirical research shows that while organizations create knowledge and learn they also
forget (or will not remember or lose notes)rfate et al. 1990; Darr et al. 199%)n
importantaspecin the creatiorof knowledgeis its storage andsearch whichalso marks
thebuildingof  organizationammemory [Stein and Zwas$%999. Organizational
memoryincludesplacementof knowledgen differentformssuch as: written documents
structured information stored in electronic databases codified knowledge of experts
storedin expert systems documentearganizational procedures processes an@cit
knowledge acquired individudly orin a network of employeegTan et al. 1999.1t is
considered that despite the organizational memory has positive influence; also the memory
has also negative influence on employee's behavior or organizational perforifance.
memorycould leado unchanginghesituation(status quo) throughalearningcycle (the
process of detecting andcorrecting errors [ Ar gy r i s197& mhis le&sth&nn
unchanged stable organizational culturéhatis resistanto changgDenison and Mishra
1995. But regardless of positive or negative influence that has the organizational memory,
the perspective that IT gives has a positive impact on the individual and the
organizationComputer storage capacity and sophisticated techniques for finding such as
langua@ search (query languages), multimedia databases, and DBMS (database management
systems) are effective tools that facilitate and encourage the exchange of organizational
memory These toolsincrease thepeed ofccessingrganizationamemory Groupware
enables organizations to create internal organizational memory for both structured and
unstructured information and this memory be available at any time when it would appear
necessaryDocumentgnanagemenechnologyallows the knowledgbom the past,
which oftenis dispersedly acrosdifferentorganizationalinits,to be effectively stom
andmadeavailable.Relying on this technology e.g. many consulting firms create their own
semantic memory line with developing knowledge about clients, projects, competition and
industry that provides servicdélavi, 1999].

Knowledge Transfer

An important process in KM is the transfer of knowledb@ansfer occurs at various
levels: transfer between individuals, from individuals to explicit sources, from individual to
group, in the group, between groups in the organizafionimportant element ofdowledge
transfer is the location where it is situated so that it can be Beednost organizations do
not know what they know and have weak systems for locating and accessing knowledge they
possess [Huber 1991The processes of communication and infation flow are important
for the transfer of knowledge within the organizatidtihough there are other important
elements for the transfer of knowledge, in the literature more attention is paid to the transfer
channelsThese channels can be informalgigal meetings, informal seminars or conversion
during coffee breaks) or formal (training session, planning walks), personal or impersonal
[Holtham and Courtney 1998 can support the transfer of all four forms of knowledge
transfer, but most often apedl to informal opinion (e.g. Lotus Notes discussion databases)
and formal (e.g. maps of knowledge or organizational directofes).innovative application
of IT for transfer is the use of intelligent agents to develop a profile of interest to members of
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the organization in order to determine who might be interested in receiving the méssage.
inclusion of video technology can help the transtér.can increase knowledge transfer
expanding access to knowledge in other ways than formal communid&imsearch for
sources of knowledge is usually limited to the immediate environment, the regular close
associate that often has similar information, and often are not aware what their close
associates do [Kogut and Zander 19%8hm here is need for wider awoectivity and
communication because on that way the individual will come up more new ideas [Robertson
et al. 1996]Computer networks, electronic bulletin boards and discussion groups create
forums that facilitate contact between those who seeking knowladd those who may
possess or have access td=d@r example this can be achieved by placing a question on
forums like "Does anyone know?", "Please help" ietgroup discussiorShared folders can
speed up the locating of persons who have knowledgd abmrtain problem is solved. Such
metadata (knowledge about the location of knowledge) often are more important than the
same knowledge [Andreu and Ciborra 19%f}. defining the taxonomy or through
knowledge maps greatly accelerate locating and accegsiowledge to individuals who
possess the requisite knowledgbus IT gives great support, facilitate and accelerate these
processes.

Knowledge Application

One of the important aspects of KM is the application of knowledge which is a source of
competitie advantage for companigsccording to [Grand 1999] the knowledge may be in
three main formsKnowledge can be in form of: rules, standards, procedures and guidelines
developed through the process of converting tacit knowledge of specialists in art explici
integrating knowledge in effective communication to those who are not specialists [Demsetz
1991]. Technologies will support the reception of knowledge through the application of
knowledge in organizational routinéshe procedures may be incorporateid the IT system
so that it becomes an example of organizational ndtneppears concern that IT will
increase the application of knowledge, but the reception will continue when the value of
knowledge will be reduced.The institutionalization of "ga practices" through their
insertion in IT can facilitate the handling routines and linear and predictable situations in
stable or gradually changing environment. When the changes are radical and they have certain
continuity it is needed constant renewdl good practices located in the repository
of knowledge [Malhotra 1999 he second problem is how to decide which routines and rules
support the solution of the problem. Over time the organization learn and codify a number of
rules and routines, so choogi which rules to apply in the specific situationpisblem
itself. Understanding the nature and needs of the individual situation are used to determine the
rules [Nolan Norton 1998Although a number of emerging challenges in the application of
existingknowledge, IT can make a positive impact on knowledge applicdliaran improve
the integration and application of knowledge through facilitated identification, recovery and
access to organizational directoriEsr example many organizations improvel dacilitate
access and maintenance of their directories (corrections to manuals, rules and standards)
making available the organizational intrarétis increases the speed which makes changes,
enabling faster learning of the organizational units threaggessing knowledge from other
units that have a similar experient&oreover, by increasing internal social networks and by
increasing the number of available IT enables organizational knowledge to be applied across
time and spacdT also facilitates thantegration of knowledge and its reception through
codification and automation of organizational routifegtomating business processes is an
example of the reception of IT that reduces the need for communication and coordination and
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allows more efficien use of organizational routines through the timely and automatic
execution of activitiesSES based on the rules are an example of a system for identifying and
implementing welspecified procedures.

Knowledge Supported Information technology
management processes

Knowledge Creation Data mining, learning tools, email, discussion foruf
groupware

Knowledge Dashboard, knowledge repository, database

Storage/Retrieval multimedia database, querfyanguages, DBMS databasq
management systems, CMSontent management system

Knowledge Transfer Dashboarddiscussion forums, knowledge mapstabasq

systeminternet, intranet, extranet, intelligent agents

Knowledge Application Expert system, systems for automating work proce
internet, intraet, extranet

Table 1. Different information technology support the knowledge management processes.

Study and methodology objectives

The result of this paper is a part of a large scientific research aimed investigating
knowledge management processes arganization in Republic of Macedonia and the
influence of information technology on processes of knowledge management. This paper is
going to give a review of different information technology which is used in particular stage of
knowledge managementqeesses in organization in Republic of Macedonia. At the same
time the paper is focused on influence of different information technology on different stages.

The research was realized in period Jantialay 2011. Aquestionnaire was uses a
main instument for data collectionThe questionnairewas distributed in written and
electronic form and the answers were given from top managers and managers in IT sectors.
To giverespondents consistent understandintpe questionnaire includes clear instructio
about the way of question answering and short explanation kibowtedge managemeand
knowledge managemenystem. With the research were covered three types of organization:
production, trade and service, in private and public sector.

Study findings

The analysis of researdonducted oithe territory ofRepublic of Macedonia shows 29%
of respondents consider their organization hasn't the knowledge management program and
they are in the process of researching the needs and benefits of this pragrath;ate in the
stage of planning the introduction of such program; 40% had introduced the program, only
5% are under review of the program, while 8,5% did not perceive the benefits of the program.
Theseresults are natatisfactory evenlO years agthe results ofresearch conducted
by KPMG Consultingn organizationsn Europepay muchmore attention t&nowledge
regarding theresent situatiom Macedonian organizations.
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Good news are using of different type information technology in organizationmdke
use in knowledge management processisaé (89, 7%); share documents trough computer
network (74,2%); the portal (55,7%) and egpert'saddress book3R%). (Figure 01)

discussion forums :
social netvorks |
video conference
e-mail |
gathering and publication of lessons learent/ ..
training and education |
dashboard :
portal |
Share documents |
knoledge maps

ekspert's adresar

viki | Figure 01
blog Use of diferent IT

,0 10,0 20,0 30,0 40,0 50,0 60,0 70,0 80,0 90,0

The information technology aresed to create new products and services (62,9%);
learning and innovate to do the job beater (59,8%); use the best knowledge to do the job well
(42,3%). The usage of information technology for investigate, assess, safeguard important
knowledge, reenginedine workplace and the production system is less. (Figure 02)

to create new products and services
Reengineer the workplace and the
production system

learning and innovate to do the job
beater

use the best knowledge to do the job
well

. Figure 02
Investigate, assess safeguard important

knowledge ) . . . . . ) IT as an enabler

,0 10,0 20,0 30,0 40,0 50,0 60,0 70,0

The mostof information technology are used in process of transfer of knowledge. The
responder's answers the use of the computer networkiormingthar daily activities Most
of organization has the intranet (33%) and the almost all of organization use the internet.
Further analysishowed that the most organization internet use for knowledge searching on
www (86,6%); knowledge exchange with custom@&4,9%) and knowledge exchange with
suppliers (51,5%). Smaller is percent of use the internet for searching for external expertise
(44,3%) and business intelligence (39,2%). (Figure 03)
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knowledge exchange with customers

knowledge exchange with suppliers

business intelligence

searching for external expertize

knowledge searching on www

Figure 03.
0 20 40 60 80 100 Internet functions

The result shows a smallsage of IT in process of creating and processing. On
organization level usual approach for knowledge creating are traditional learning strategies
(29, 9%) anccenters foresearcland development (27, 8%). On individual level in the most
cases the employsse online learning(36, 1%)and analysis olessons learne(88, 1%)

It is evident that Macedonian organization takes a care about their knowledge, but not at
all. The most ofterthe organizations whaveresurveyedknowledgestoredin computers 71%,
but it is further storedn papeb6%.A goodindicator oforganization® s awareness
knowledge importanceas arnintangible resources only a smalhumber of organizations
leave knowledgeot transformed intexplicitand itremainsonly in memory ofemployees
(4.3%). The knowledge isnly built-in routinesof task performing4.3%) and the
organizationglo not havea mechanisnof protection againdoss oforganizational knowledge
of employees leavinthe organizatioms retirement, leaving the othkrorganization etc.
(8.6%).

Only 18% of organizationsimultaneouslgtoredtheir ownedknowledge on papento a
computer andhcorporated intgrocesses and serviceThe organization knowledge is
embedded iproductsand services in 52, 7% organizais. Theemployees havieleas
havecompetenciesr skillsmore then organizatisnutilize. This factdemonstratethe need
for greater utilization obrganizationaknowledge

Mostorganizationstoreknowledge about their customer(5%); guidelinesand
manualg66%) andit makeson organization level. The recordingf goodpractices 80%)
andaddress books experts f8Yis practicean individual level

In process of knowledge application the organization use data mextrgctknowledge
for custaners and process@s most cases to improve their services (72,9%) and to improve
operations (52,1%) . Most of organization use data mining extractknowledge
aboutcustomers and use that knowledgemarketing purposes (36, 5%lrigure 04)
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interactive multimedia

simulation

operations improvement

services improvement FigUI’e 04
. Data mining and
marketing purposes knowledge discovery

technologies
L0 10,0 20,0 30,0 40,0 50,0 60,0 70,0 80,0

Knowledge as &ey part of quality taskgerformances applied inall operatingand
functional areas afrganizationsalthoughnot equally.Special emphasis dhe utilizationof
knowledges pu into sector of marketing and sales. Tthede organizationsspecially have
a highpercentagef intensivelyuse of knowledge (85.7%J)hethreetypesof organization
actively used th&nowledgein sectoresearch andevelopment: 62.5% manufacturing
organizations, 54.5% services organizatiorsd71.4% in commercial organizations.
Theadministratiorused the knowledge:58.3%in manufacturingprganization; 51.5% in
service organization arfsl’.1%in trade organizationThe responders believed ihet human
resourcesectorthe trade organizationsjostlyuse the knowledg€1.4%), while
manufacturingorganizations use less (37.5%). Towest knowledgepplying hasn the
sectorof good andservices productiom both, manufacturing argkrviceorganizations.

Conclusion

It is evident that Macedonian organization takes a care about their knowledge, but not at
all. Knowledge as &ey part of quality taskserformances applied inall operatingand
functional areas of organizations, althoumtt equally. The organization has a knowledge
more then organizatien utilize. Also theemployees havigleas havecompetenciesr
skills more then organizatignutilize. This factdemonstratethe need fogreater utilization
of organizationaknowledge

Although, the information technology cannot haegualapply in all activitiesof
knowledge management, processas stillsupport th&knowledge management in a different
ways.Information technology iknowledge managemeh&as no@ single roleas anysinge
technologywhichcovers all knowledge management procesSesnthrough the
differentstageof the processes @&howledgemanagement, differemiformation
technologies facilitatgariousprocesses a separate phase.
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Medpodjetnigka SOA v prak
Multi -enterprise SOA at work

Livija SELLAN
TIS d.o.0., Ljubljanska 9, 2000 Maribor
livija.selcan@tis.si
Povzetek

Dnevi ko so se organizacije ukvarjale predvsem same s seboj, so minili. V preteklosti so

S i organizacije |l ahko privogl il e dosiopkov K i ] €
spreminjajolim razmeram na trgu. Amp ak ni |
sodel ovanj e me d organizacijo i n nj eni mi p
regul ativni mi ukrepi ustvarja zapl esegeno mr e
dramati|l no povel al a Las, Ki ga podjetje po
paradi gmo, l ahko in bodo izkoristild@ t ek me
obli kovanje t ako i ntegracije kot amegwpjod | e
zapl etenost negteto standardov, Kkomuni kaci j
nalin | ahko organizacija namesto izgradnje

In prav te prednosti je izkoristila Intereuropa, ko je za izmenjavéopo#h dokumentov s
posl ovnim okoljem uvedla medpodjetnigko sto

Kl j ul n e Aviomaizdija poslovnih procesov, AS2, B2B, digitalizacija poslovnih
procesov, EDI, EDIFACT, integracija informacijskih sistemov (EAI), iznvanfodatkov,
i zmenjavo elektronskih dokument ov, medpod,j
modeliranje poslovnih procesov, storitveno orientirana arhitektura (SOA), varna
komunikacija, XML

Abstract

The days of the inwasthcing enterprise are oveln the past, organizations could
afford the time it took to adjust internal operations to adapt to changing market conditions.
But nNo mor e. Il n todaydés economy, cl ose in
partners, suppliers, customers, and vagaegulatory measures creates a complex web of
dynamic relationships. The speed of change has accelerated dramatically. In the time it
takes to adapt according to traditional enterprise paradigm, competitors can and will seize
an advantage. Mukenterprie SOA provides the framework through which to create such
integration and interoperability. At the same time it takes the complexity of myriad
standards, communications protocols, and application languages. It allows organization to
reuse technical process, as opposed to recreating them. This advantages were exploited
by Intereuropa when introduced Mulnterprise Service Oriented Architecture for
electronic exchange of business document.

Key words:AS2, B2B, Business Documents Exchange, Business Prugtssation,
Business Process Digitalization, Business Process Modelling, EDI, EDIFACT, Enterprise
Application Integration (EAI), Information Exchange, Midtiterprise Service Oriented
Architecture, Secure Communication, Service Oriented Architecture) (SO
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Storitveno orientirana arhitektura (SOA) postaja vse bolj prodorna, saj dopolnjuje zorenje
I T, K i postaja kljulno gonilo poslovne rasti
trgni del eg. Skupaj s po «lobvatikot ekipa, kaogbmdaniydam s e
morajo biti rezultati IT dostopni in razumljiv poslovnemu svetu. Za partnerstvo med IT in
poslovno stranjo organizacije je potreben skupni jezik, ki ga razumeta obe strani. In prav SOA
omogol a, da | e lomalno sprejemiiv Faipaslovange, z& I pakpecedstavija
prepotreben vmesnik do poslovnega sveta.

Medpodjetnigka SOA | e razgird. te prednosti
svetu. Za SOA, ki na j bo r esni énotoanjd puonekec i o n a
podjetja, ampak tudi tiste med podjetjem in njegovimi strankami, partnerji in dobavitelji. To

| ahko pomeni povezovanje med podjet]ji zar adi
podr ol ij medsebojnega deéebabej aredgast zaakp,
tudi za zunanje partnerje. Medpodj etnigka S
razgirit.i na partnerj e, dobavitelje in kupce
ulinkovit nalin.

V danagngacar sgosup mol na interakcija med or
dobavitelji, strankami in razlil ni mi regul a:
dinamil|lnih razmerij. I T in poslovni svet se

kdaj kdi prej odvisna od partnerjev podijetja.
KAJ JE MEDP ODNSEGRNVENK ORIENTI RANA ARHITEKTURA

V. okviru tradicional nih podjeti ] direktor

prilognosti, nato pa razvije pSeaijiovodsiveni str at
delavci nato pripravijo postopke za organizacijo in optimizacijo operacij za nove strategije.
Nazadnje je v tradicionalni par adi g mi I T za
podjetja delovala v zadnji polovici stoletja.

Vendar o st aj a veli ko nesorazmerij e me d t o pal
povezanem in tehnologko izboljganim posl ovn
poslovne strategije so mimo.

Korporativna soodvisnost, povel dpredpisksonk ur e
posl ovanje tako zapletli, da interna strate:q
vel j e, pogosto neizkoriglene informacij e, ki
poslovni ekosistem. Ker hitrost pretoka informacijadla hi t r ost pril agaj an
tisti, ki se prilagajajo najbolj hitro in ul
Za izvajanje strategije ukrepanja na te spremembe, mora organizacija najprej spremeniti
posl ovne procese, K i omogol| aj o tatdeai,ndabide| av
tako zmanj gal. odzivni | as. Vendar pa je p
informacijske sisteme, odgovorne za njihovo avtomatizacijo.

Las, potreben za spremembo poslovne strate
okollajda pril agodi tehnologije in sisteme. V da
al i pa omogola vodstvu, da se hitro odzove n
prednost.
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Koncept storitvene arhitekture ni nov. V SOA je dostop do neodvisnihns i t ev mo g o |
poznavanja podporne pl atfor me. V. tipilnem
zmanj galo strogke za vzdrgevanje in posodobi

Bi stvo uporabe SOA je v zmanjganju zaplete
Medpodj etni gka SOA zmanjguje kompleksnost r al

saj vsako med nj i mi uporablja vel razlilnih
povege B2B z SOA. Za podjetje, K i jvitelew s e bo
hitro prilagajanje spremembam samo znotraj O
namrel vse bolj odvisna tudi od zmognost pri
Trenutna paradigma sil.i I T, da r olrskoo kodi
podjetje. Toda | e se kupec odl ol i Zza SsSpremer
datotek (FTP) na sistem za elektronsko izmenjavo podatkov z AS2), lahko proces kodiranja

povzrol il zamudo pri prilagajangoastnhovpmul o
za velje spremembe. Med spremembo sistema |
prodajalca, zIl ast:i |l e se |l ahko drugi prodaj a

Primer orodja za- rBMIStprlmgilht@grtatnr‘f gko SOA
Edinstvena arhitektura IBM Sterling Integratgr,jq)rikazana na Sliki 1, je prilagojena

podjetjem vseh velikosti i n omogola integrac
ter integracijo z zunanj i mi peel dwamikmi doipotl &
razvitimi vmesniki, prilagojenimi standardnim poslovnim aplikacijam (SAP, ORACLE,
SIEBEL) in vmesni ki za tehnologke komponent e
zagotovljena wulinkovita in Icietsroan, r &al ivzsaechiujj.
|l ol eni h poslovnih sistemov.

|l zdel ek temel ji na tehnologiji Java 2 Ente
modeliranje poslovnih procesov (BMPL), K i n
oseb, VKl jul emictkse. p8MPavmnaeepti ficira kI jul!l

[

znotrajepos!l ovni h sistemov na enak nal

Poslovne storitve za

Upravljanje poslovnih
veckratno uporabo

procesov
Integracija in preslikava

Preglednost

Interoperabilnost

kanalov in varnost
Poslovni partneti

Sl'ikal: Arhitektura I BM Sterling | ntec
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IBM Sterling Integrato'? omogol a hitr o vagjapms$laanhostoritem zav z

dr g
vel kratno uporabo. Pr vi korak pri doseganju
omogol| aj o uporabo funkcional nost. (4 obsto
obstojelih sistemov se uzp oarkatp BAPAv SBRU, RP&Gr odj e
programske datoteke na i Series ali COBOL pr
zavr gl obstojele regitve in jih nadomestil
ponovno uporabi mo ob§teﬂmglrﬁelgratoF|peg|01b‘l/eku]’akcmolB
rolnega kodiranja vmesni kStevinguntegratdrmkbprii rt a GwWid |
kot 300 obstojelih sistemov, s svojo razgir/|
sistemu niso podprti.

IBM Steiding IntegratoF GPM (Graphical Process Modeler gr af i | no model i
procesov) se uporablja za pripravo vel krat
storitve so neodvisne i n dedxyk predoupomlonikosni st e m
skn j e korake potrebne za spreminjanje funkci c
primer: dodajanje narolila, posodobitev sezn

GPM se uporablja tudi za ustvarjanje delovnih potekov, ki za svoje izvajanje pejoebuj
sodel ovanjeptiprvekxhjeweepdredl oge procesov mc
Napredno wupravljanje delovnih potekov razen
digitalni proces vkl julijo pravi tetegaukdli ob
digitaliziranega procesa. Z dodatkom za splet (Web Extensions) postaja oblikovanje in
ustvarjanje spletnin obrazcev preprosto, poslovni uporabniki pa postanejo del

avtomati ziranega procesa. Vgraj ena rabakinost |
vkl julujejo v del ovni potek na vel mesti h zn
Da bi v celoti i zkori stild prednost. me dp o
partnerjev hitro in enostavno. IBM Sterling Integritormo go| a usY X &r g awng ej 6
razlilnih kanal ov, samooskrbo in upravljanje
potrdil in upravljanje sprememb partnerjevi
oblik dokumentov, varno komunikacijo in skalabilnost. IBMeBihg Integratof o mo g o | a

spremljanje in obvegla organizacijo in part

pl ogla spremlja usklajenost postopkov s spor
opozarja na izjemne transakcije in dogodke. IBMri8tg Integrator nudi orodja za spletno
upravljanja dogodkov, porol anj e, spremljanj
informacije o stanju aktivnosti v realnem | a
Integratorjf j e o0 mo g o | énca standamlk EDI &lectronic Data Interchange) in
standarda XML, ki zagotavlja elektronsko izmenjavo dokumentov med poslovnimi partnerji.

Rezultat uporabe IBM Sterling Integratdtjp e b ol j ulinkovita inte
zmanj gani h zha htkeavra hompoogovliiar ihi trej gi odziv na
znotraj podjetja tako s strani partnerjev kot tudi s strani kupcev.

Kaj omogola | BM ESterling |l ntegrator
IBMSterllngIntegratoFromogola organizaC|jam da ke azgir
do partnerjev in kupcev na var enFoistranjge egl ed
pregrade za wulinkovito sodelovanje in omogol
raztezajo izven zidov organizacije. Kot integrirana, fleksibimedpodg t ni gka SOA | |
Sterling Integratdr poenostavi IT vpletenostvgo s | ovanj e in zmanjga ¢t a
kot strogke. Nj egove najvelje prednosti so:
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Povel anje -poslegwanjea novi h kupcev in poslov
e nost aekomyngimo zlnovimi kupci in partnerji v jeziku, ki gatle ge wuporabl
(komunikacijski protokoli in poslovni podatkovni standardi komitenta).

l zbol j ganj e i [BMdtering tintegratdd s mbgol a i zgradnj o, u
okrepitevtadtinkon razpol ogl jivost.i posl ovne
finanl| ni posl ovni del ovni potek (workflow) p
Povelanje pregl edr éBMtSterling mtegardioosbt onreo gvie roirggea n i z
raznolikiminad or ni mi mehani z mi ter orodji za sl ede
pregled nad vsem operativnim dogajanjem, kot tudi pregled nad interakcijo med organizacijo

in razgirjeno vrednostno verigo. Pregl ednos
dostop in prevzem kljulnih statusnih 1infor ma
organizaciji kot poslovnim partnerjem.

Zmanj ganje zunanj @b u‘aeobélBMaSte'rIingnnlegratm%mrgaoi@kijio %

ni potrebno ponotvajoelvd alglatrn e ¢i tgwee .obPr av nasp
Sterling Integratdr pr a v |l i m bol j il zkori stiti ge obst
organizacija uporablja. Z uporabo povezav z drugimi aplikacijami in prilagoditvijo potrebam

organizacije,lah@ or gani zaci ja v cel ot obdr gi obst o]
hkrat. razgiri njihovo funkcional nost. i n st

Kako deluje IBM Sterling IntegratoF

IBM Sterling Integratdr z ni g a operativno kompl eksnost
organizaije, da izmenjuje informacije s partnerji. IBM Sterling Integratandi analizo
vsebine, pretvarjanje I n preusmerjanje p O (
organizacije.

Analiza vsebine: IBM Sterling Integrato[:r omogol| a primerjavo k &
podatkovnega paketa s poslovnimi pravili, da bi inteligentno izbral pravilno poslovno
zaporedije izvajanja postopka za izbrani podatkovni paket.

Prevajanje IBM Sterling Integratdro mogo| a prevajanje podatkov
in standardi (npr. interns t andar di , EDI FACT, XML, &) . Avitor
podatkov iz oblike prejete s strani partnerja/kupca v obliko, ki jo uporablja interna aplikacija
omogol a neprekinjen p r o c e-thrughtprooessimg).aRodobng o d a t
prevajanje izhodh podatkov iz interne oblike v obliko, ki jo zahteva partnerjeva aplikacija
pomeni , da | ahko organizacija pogilja podat|
silila v dodatne investicije zaradi prevajanja podatkov.

Usmerjanje IBM Sterling IntegatonE se avtomatsko povezuje z

pot mi i n upravlja prenos vhodnih in izhodni!l
je strategija organizacije povezovanje s poslovnimi partneriji, lahko IBM Sterling Intégrator
omogol i znalnijlgnainhh ek oomuni kacijskih poti), K i
izbor katero pot izbrati za posamezno vrsto prenosa podatkov. Organizacija lahko uvede
usmerjanje po najnigjih strogkih, kar avtor
varianto.

Storilnost IBM Sterling Integratdr zagotavlja popolno kontrolo in preglednost po
celotnemmesbr gani zaci j skem komuni kacijskem okol ju
in prejemanje podatkov v realnem | asu al:i z
posreduj (storeandf or war d) ) . Podat ke | ahko poglje kot
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o0z Vv kakrgni kol i drugi obl i ki. Datoteke | al
morda g¢gel.i posl ati razlilne vViratepopodlat ka y
€) 1isti prejemni organizaciji. Takgne podat k
bi stveno zni ga strogke prenosa.

Preoblikovanje komunikacije IBM Sterling Integratdtr o mogo | a preobl ik
komunikacije tako, da poenotipravljanje zunanje komunikacije v enotnem sistemu, kar
Zzmanj ga operativne strogke in rizike. Z zman
pregl ednost podat kov, ki jih 1T zmenjujete s
komunikacijskei nf rastrukture enostavne 1in ne vpliyv

programsko opremo organizacije.
UPORABA SOA V PRAKSI

vih sl ovenski

|l ntereuropa | e k ot eno od i
mmpor geidh  mneotgii hmi

pr
i zmenjavo dokumentov I(eEtDl.), Poje
a

storitvenih podjetij, je bil I ntereuropa p
obstojelega stanje in modgnih regitev, SO SE¢
dokumentov ter lasten razvoj in nadzawad izmenjavo dokumentov s poslovnim okoljem.

Rezultat te odlolitve dobra tri |l eta kasnej
ulinkovita izmenjava podatkov, pridobivanje
tudi avtomatizacija notrgim poslovnih procesov ter uporaba uvedba nove spletne aplikacije

za sl edenje pogiljk prek interneta. Vse to
sistema: IBM Sterling Integrator K i predstavl ja edinstveno
integracijo notanjih informacijskih sistemov (EAI), integracijo z zunanjimi poslovnimi

Si st emi partnerjev (B2B) ter zagotavlja uli

procesom z uporabo jezika za modeliranje poslovnih procesov (BMPL).

Zakaj je Intereuropa iskh a n o v @& poslevm izzive v

Do leta 2005 so za Intereuropo za izmenjavo elektronskih dokumentov (EDI) skrbela tri
storitvena podjetja, vsako od njih za |l ol en
po razgir i tdekumenta ma nogsapostovnega partnerja je Intereuropa za to
najela enega od zunanjih storitvenih podjetij, ki so pripravo vsakega dokumenta tudi
zaralunal a. Razen tega e vsak ponudni k up
onemogol al o standaumdntozzaci j o posl ovni h dok

V tem | asu je bila Intereuropa pod velikim
izmenjavo dokumentov uporabljati mednarodni standard EDIFACT. Ta pritisk in neprestano

velanje gtevila dokumentov, kistpi kbl jm |Ilkaoapec
strategija podjetia= gi ri t ev poslovanja na nove kupce,
proul i tev obst oj e ldekgnenteyis goslemmakupnastpe nj ave e

Rezultat analize je I nter eur opeaeggpianedtlv i | p I
ponudnikov storitev, ki bo za Intereuropo izvajal vse EDI storitve za celotno poslovno

skupnost I ntereurope al.i pa odlolitev za | a
dokument ov, K i bi I ntereur capoied oknogmehiadbv vieh j [
pregled nad i zmenjani mi podat ki . Zar adi gel j
procesom i zmenjave dokumentov, so se odlol il
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l zbor in odlolitev

Skl adno s sprejeto odeglitwei jse Za& Iilxngreacrji
orodje IBM Sterling Integrat6t IBM Sterling Integratdr predstavlja enotno platformo za
vidljivost in upravljanje, ki zagotavlja, da izzivi nabavne verige ne vplivajo na vsakodnevno

del ovno i zkugnj oterlingpntegetorrt iakkoov .p oldBOM r& r az |l i | n
i zmenjavo datot ek, med nj i mi EDI FACT, XML i
nove partnerje neodvisno od uporabe razl il ni
in potreb po integraciji meploslovnimi sistemi.

Poleg razgirjene in poenostavljene povezl |
Sterling Integratdfr o mogol a integracijo in avtomati zac,
sistemov in procesov. Tako Intereuropa danes tako Frarmerna, kot tudi s poslovnimi
partnerji lzmenjuje razlilne poslovne dokun

ceniki, dobavnica, potrdilo dobave, potrdilo dostave, odpremnica, katalog dostavnih mest in
interna porolil a.

V nadaljevaniju projekt bo Intereuropa uvedla IBM Web Extensions, kar pomeni izdelavo

| ogistilnega vmesnika za stranke. Vmesni k b
prejete ob predaji pogilj ke, omogol a sl edenj
partneri popoln pregled nad transportnim proces
svojimi kupci.

l zbrana regitev

Zar adi potrebe po dinamilnem dostopu do p«
posl ovni h procesov i n ponwjddjiosdrogarniexza Qioj e €
podpirala vse mognost. upravljanj a, posredo
regitev, K i omogo|l a wuspegno i zmenjavo podaf
najrazlilnejge vr st en dkaornduonvi;k aacvitjoema tmezdiirjae vi ni
neprekinjenega el ektronskega posl ovanj a me
|l okacij ah, K i mor aj o i zmenjevat. razlil ne i1
tol ko kontr ol dstotim zgmanghgpdvezavn o st i na

Da bi zagotovili rast v danagnjem svetov
prilagodljive procese z podpornim sistemom,
prilagajajo spreminpmjmmedpydeenit gkei snt poigby e m
arhitekturelBM Sterling Integratdfo mogo| a avt omati zacij o, pril a
pregl ed nad procesi , K i potekajo na razli/l
organizacije. IBMSterling Integratdr zagptavlja orodja za:

f izgradnjo in ponovno uporabo poslovnih st
T orkestriranje delovni h potekov, ki =zaj ema

1 interoperabilnost med poslovnimi storitvami in delovnimi poteld glede na
komunikacijske kanale;

1 upravljanje in spremljanje storitev in delovnih potekov in
T razgiritev storitev do celotne poslovne s

Kaj je Intereuropa dosegla

Uporaba IBM Sterling Integratoﬁal ntereuropi omogol|l a hitro i
novega partnerja v elektronsko izmenjavo, ne glede na format podatktsktronskih
dokumentov, ki jihlee a uporabl j a. I ntereuropa je sedaj
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partnerjev v istem | asu, k ot ga jneje IBM e | p ot
Sterling Integratdr | nt er eur op i omogol il nove pril ognc
optimizacijo poslovanja s partnerji, s katerimi v preteklosti izmenjevanje dokumentov ni
potekalo elektronsko.

Poleg tega regitev | rotsdr e@uwr obpoil jmguodiviwvdljjiov o
i zmenj uj e S SvVvoji mi strankami . Zar adi tega
zahtev svojih strank, s | i mer se je izbol

|l ntereuropa sghem srbpl hgataankkun povel al a
|l ntereuropa | e hitro spoznal a prednosti,

Integratorjf j e za I ntereuropo vkljulitev vsakega n
strogke, ki agihl pempE®l epyahadni kom za vsako
Sterling Integratdrpa j e | ntereuropa dosegla znaten pr
i ntegracijo notranjih aplikaci]|j ge nadal j e
omogoht éoelir opi dosel i donosnost investicije

ZAKLJULEK

Medpodj etnigka SOA je naslednji korak v ra
| T postaja partner posl ovnim vodj em,sts tenm
organizacije.

Medpodj etni gka SOA zagotavl j a okvir Z a
medpodj etni gkega povezovanj a. Zmanjguje zapl
protokolov in programskih jezikov, tako da jih z ponovno uporabo funkcioralios
obstojelih sistemov ol isti zapl etenost. i i nt
preprosto izbiro katerega koli jezika ali formata, ki je primeren za posameznega partnerja. Na
ta nalin |l ahko organi zaci j ar anbaimege oo h sztgajaedlng

Medpodj etni gka SOA platforma mora zagotovi !l
podr ol ji i n organizacij ami ne glede na upor a

T razlilne in konstantnotnesje spreminjajole t
T razlilne poslovne procese,

T razlilne podedovane sisteme,

f razlilna notranja in zunanja organizaci]j s
T razlilne formate sporol il i n potencialno
T razlilne komuni kacijske protokol e.
Intereuropa je za izmenjava podda ov z obstoj el i mi i n novi mi
obl i ki z mognostjo pretvorbe v razlilne star
ter integracija z obstojel i mi apl 5 Wmrabdaj a mi |

IBM Sterling Integréorjd za medpodj etni gko storitveno or.i
avtomatizacijo, prilagajanje, varnost, nadzor in preglednost nad poslovnimi procesi, ki
zajemajo razlilna sistemska okol jPedndstazao zno
Intereuppo so:

T Uspegno i n strogkovno ulinkovito dodaj anj
podatkov.

T Odprava ovir za izmenjavo podatkov omogol a

T Velja ulinkovitost prek avtomatizacije notr
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T I'zbol j gane < prekwidljivastvin nadzorasnadrizanenjanimi podatki.
T lzboljganje zadovoljstva kupcev.
Kot je dejal Branko Lozej, direktor sektorja za operativno podporo storitev, Intereuropa

"Regitev Sterling Integrator ustorpedatkov,v s em
tudi najveljih in najbol] zahtevnih podjeti]
pri vkl jul evanju poslovnih partnerjev sedaj
Sterling Integratof koncernu Intereuropa odprl nove poslovper i | ognost i, s a
pridobivamo nove stranke, s kateri mi dos |l e]
podatkov."
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Kratka predstavitev avtorja

Livija $EddhjitNnajstlet zaposlenav podjetu FIEngeni ring za telemati ko

Mari bor , kot vodja prodaj e. Pred tem je skoraj 10 | et
je sodel oval a parnij ur aiznv/foojrumaicni jvszkdeergipe vsi st ema t ega, t ak
V podjetju TIS se je usmerila predvsem na podrolje e
med organizacij ami (B2B) z o r o djnologije ter imtegrgdijct poshovmih z a up
procesov, zadnja |leta pa se aktivno ukvarja tudi zZ re

30



e-poslovanjeq predstavitev

§
In‘\u.v

Vpliv sodobne tehnologije na potek sodnih obravnav
Optimizacija ali povel anje ot

The effect of moderntechnology
to the course of court hearings

Tanja Lajavec
TSE d.o.o.
Trgagka 126, 1000 Ljubljana
tanja.cajavec@tse.si

Povzetek

Namenprispevka je bil raziskati, kako vpliva sodobna tehnologija na potek sodni
obravnav, skladno z usmeritvami in cilji nacionalne strategijpr&/osodje. V sklopu

razi skave sem pregledala vire in analiziral
dveh projektov. Postavila sem s-pravosodiainr azi s k
zahtevajo usklajenost z ZVDAL saj ravno uporaba sodobne tehnologije narekuje nove
pristope, regitve in posodobljene procese
zakonsko skladne-Er a mb e . Na vsa tri Al arplensektimvaal na
sodobna tehnologija zagotavlja 1) pravico do sojenja v razumnem roku 2) vpliva na
dostopnost do pravnega varstva in 3) zagot
pozitivno S pridrgkom. | mpl ement aciejza dver
i novativnbhramiget vnj asposabljanjem delegni koa
Kot nadal jevanje raziskave, v septembru 2C¢C
vzpostavitvijo sodne-lerambe Kk i bo po anali zi utrani ArkvaRE t o st i
zagivela v letu 2012.

Kl j ul n e sodobra dethrelpgija, sodne obravnave, sodna praksa, avdio snemanje,
video konference, -Bravosodje, éiramba, optimizacija poslovanja, ZVDAGA, UVDAGA,
ETZ 2.0.

Abstract

The purpose of this paper wasresearch how modern technology affects the course of
court hearings, in accordance with the guidelines and objectives of the natiqutioe
strategy. During the course of the research, I've reviewed resources and analyzed the
current situation in lte courts, namely the situation following the implementation of two
projects. | posed three research questions that arise frejustite and must be in
compliance with the ZVDAGA, since it is the use of modern technology, which calls for new
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approaches, dations, and updated processes in court hearings, as well as the creation of an
innovative estorage system, which must be in accordance with the law. To all of the three
research questions: Does the currently implemented modern technology a) providgthe r
to a trial within a reasonable time period 2) impact access to legal protection and 3) provide
greater legal certainty, | have replied affirmatively, but with a reservation. The
implementation of the two projects is only the beginning, and will erteareptimization of
courts only through an innovative-storage solution and the effective training of
stakeholders. As a follow up to this research, we will, in September 2011, start with pilot
studies, and the creation of arstrage solution for coust The latter will be implemented in
2012, following the analysis of its effectiveness and its approval by the Archives of the
Republic of Slovenia.

Keywords: modern technology, court hearings, case law, an audio recording, video
conferencing, gustice email storage, optimization of business ZVDAGA, UVDAGA, ETZ
2.0.

1. Uvod

Z osamosvojitvijo RS in sprejetjem Ustave,
samostojno sodno obl ast. Vs ak nov sistem p
optimizira. Sodna praksa, ki temelji na veljavni zakonodaji in usklajenosti z Evropsko
zakonodaj o i n direktivami, s e ge vrsto | et
optimizacijo poslovanja in velanjem ulinkovi

12.10.2006 je Vlada Republike Sloven e s Reseljcigol oanaci@nalnih razvojnih
projektin za obdobje 2002 0 2 3 ¢, K i z dopol nitvami Vv janu
strategko usmeritev RS. Z njo je opredelil
povezovanje storitev institucion@dnga o kol ja s pomoljo tehnol ogl
podlaga, da je Ministrstvo za pravosodje sprejelo Strategijo informatizacije pravosodnega
sistema 2008013, poimenovano-ERAVOSODJE.

Skladno z Epravosodjem je Ministrstvo za pravosodje RS adgoo, da zagotovi pogoje

za nemoteno in ulinkovito delovanje pravos
temel j ni m p+PRAVOSODIEN2D0865): ( E
Analelo pravilnosti,
A nalelo pravne varnost. i n predvidljivost.i
Analelo enakost.i pred zakonom,
A nabelkekonomi| nost.

Z mojim prispevkom bom podala pregled aktualnih sprememb v pravosodju, ki so
posledica (ne)izvedbe nacionalne strategijepr&/osodja 2002013. Predvsem bom

'GTURM, L o v r -BRAVQSDDJE .[Onkne]. [Citirano 15.08.2011; 09:30]. Dostopno na
splethem naslovu:
http://www.mp.gov.si/fileadmin/mp.gov.si/pageuploads/2005/PDF/publikacije/strategija_e-
pravosodje 2008-2013.pdf
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poskugala odgovorit.i na tr tPRAV@SOBJIA,akjefsa , K i
opredel jena kot temel jni -RRAVOSODI® stran5) ci | j i RS

Ali implementirana sodobna tehnologija:

l.zagotavl j a: pravico do sojenja Vv razumne |
pravosodni sistem,

2. vpliva na dostopnost do @rnega (sodnega) varstva in

3.zagotavlja veljo pravno varnost (zanesl ji
zakonitosti in nepristranskosti.

Kot i zhodi gle raziskave povzekRawm, zimaska ROl
Ralunskega sodcioglnd ho zgdpvt akhbecem sodigle |
ul i nkovi t os tRepublike Slavenipe g odjararitsodnih zaostankov. Med drugim

navaja, da se je povprelno trajanje postopk
meseca v 1998 na 9 mesecev. 2009. I n ocenjuje napredek

uspegno izvedenim projektom: izgradnja info
evidentiranja zadev,-eeml j i gka knjige in izvrgbe é | e

korakov za zagotavt ev r egevanja sodnih zadev kakovost
S prispevkom ¢gelimo prezentirati analizo u
procesih sodnih obravnav, uvedbe vi deokonf
obravnav in podati smerdc za opti mi zacijo in vigjo varno

avdio gradiva sodnih obravnav.-Hfamba AV sodnega gradiva, bo z izvedbo pilotnih
raziskav in vzpostavitvijo prototipne sodnehmambe (sept 203jlinij 2012), opravljeno

analizo ukrnpovidobsijiend akreditacijo s stral
2012.
2. Termini

2.1. Sodna praksa

Sodna praksa v Sloveniji predstavlja sekundarni vir prava. V Sloveniji tako ne velja pravilo
odvisnosti sodi gl do s odmiwvi @jriimesadi.gl Pw Ws
so zavezujola |l e (nalelna) pravna mnenja vrl
veljavi avtonomnost sodnikov, ki sodno prakso jemljejo zgolj kot posvetovalno orodje.
Ministrstvo za pravosodje je inicirale-bazo sodne praksez namenom zagot ovVi
dostop in transparentnost sodnih referenc.

Sodni postopek omogola Sodni kom, zagovorni
ugotavl janje/ prikazovanj e dejanskega stanj e
ramovrstnih sodnih instrumentov. Posl edilno
velanje njihovega gtevil a, vel anje dokazne

posl edice sodnega sistema so na MiniosBE r st vu
pravosodja.

2Revi zijsko porolilo Ralunskega sodigla o odprav
20.05.2011 iz http://lwww.rs-rs.si/rsrs/rsrs.nsf/I/400C61B7A3AA03CFC12578530039BA61
® http://www.sodisce.si/znanje/sodna_praksa/, 2011, 20.08.2011 ob 15.50
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Na potek izvedbe-pravosodja je v veliki meri vplival primer Lukeritiazaj je bil razlog za
ustanovitev posebnega programa Lukenda, progeanwpravo sodnih zaostankov. Njegova
nadgradnja, program Lukendaepluys pa | e ¢ ep ccsatmop kpeo sppetgiimi z ac i

Z | etognj i mi zakonodaj ni mi novost mi, Zakon
ter gtevilni mi tehnol og kY mde onkoovnofsetrnmei gd nprged v
i zvaj anj e z as Aidigshenanjaodnh rdzarhvj j@ Ministrstuo za pravosodje

pripravilo osnovo za ulinkovito sojenje in e
Vrhovno sodigle in Ministrstvo za pravosodj
procese, dol gor ol no posldvdnja, ogpnavio rsadisine zaostankov mi z a ¢
varnost sodelwujolih in varnost =zajetega in h

Ravno tako se zavedajo, da je pri postavitvi IT podprtega sistema sodnih obravnav,
potrebno aktivno vkl j upravit protokoszajend inlhmagbe Ak e i n
gradiva, ki bo med drugim usklajen z veljavno sodno prakso, ZVOP in ZVDAGA.

2.2. Informatizacija

I nf ormati zacij a danes ezahteva Spremembo
razmigljanja zaposhenirhedknh pr edsktlagvulljna h p
konkurenlne prednostiidrinKpoealovne 209gegnaost il

|l nformatizacija je esplogen in celovit proc
(dr . Kovalil, ROOKUedtidtnto] apx)endfsor mati zaci j a
urejevanj a, obdel ovanja in prikazovanja pod:
(dr. Koval i bz ski@&foz&ZyDAGA imn ETZ2)( ENOTNE TEHNOL OGK

ZAHTEVE, 2.0, 2011)e informatizacija osnovrproces enrambe.

Sleherna informatizacija poslovanja zahteva projektni pristop, od analize, razvoja,
i mpl ementacij e, eval vacij e, usposabljanja it
postaviti (informatizirati) ali nadgraditi svoje informadi@s poslovanje, mora poskrbeti za
ustrezno infrastrukturo ter uvesti zanjo potrebne in zakonsko skladne postopke, jih opredeliti
v lastnih notranjih praviih® ENOTNE TEHNOLOGKE Z A H kafeweE , 2 .
veljavnost potrdi (akreditira) Arhiv RS in jih stdardizirati.

V svojem prispevku poimenujem informacijsko tehnolodijal r . Koval i kot 2004
celoto delovnih procesov, ko iz podatkov ob
upor abi ustrezni h t ehn(odro.g kK ohv ar|ei dtot, degutst 41 ,n  si tn
oblikovanja, uvajanja in izvajanja infomat i zaci j e. Posl edi |(dno pa i

* PRIMER LUKENDA http://www.verstovsek-op.si/?page_id=82
> PROGRAM LUKENDA E PLUS http://www.tomazic.info/lukendaplus.htm

® NOTRANJA PRAVILA (NP) za zajem in hrambo gradiva v digitalni obliki so pravila, ki jih kot svoj notranji pravni
akt sprejme organizacija za oboji namen v digitalni obliki.
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Kovalil, 2 RoO vedo, kise wkvarja3z)zagotavljanjem podatkov, informacij in
poslovnih znanj, ki Jjih organizacije potrebt
oblikovanje poslovnim d | o] i t ev .

Vse bolj postaja zanimivo vpraganje eo0o po
procesov novim tehnologkim mognostim inforr
tehnol ogi j z oOobstojeli mi posl ovmii mpr @eq aivni
Kovalil, 2004, str. 4)

Nekater.i ekonomi sti takgno i ntegracijo po

imenujejo t.i. NOVA EKONOMIJA new economy, knowledbased economy, information
economy ..., saj samo dopolnjuje staro ekonomijo ingazriva (ep o g t-zdravljee... e
pravosodje).

3. E-Pravosodje

12.10. 2006 je VI ada Re&psolicioioknacionalhilo nazvajninj e s

projektin za obdobje 2002 0 2 3 ¢, K i z dopol nitvami Vv janu
strategkev uR&MeriZ njo je opredelila kljulne
povezovanje storitev institucionalnega okol ]

podlaga, da je Ministrstvo za pravosodje sprejelo Strategijo informatizacije pravosodnega
sistema 20082013, poimenovano-PRAVOSODJE.

Na Ministrstvu za pravosodje so s sprejemom strategjpealZzosodje jasno povedali, da
samo z aktivnim povezovanjem Informacijskomunikacijska tehnologije (IKT) s

spremembami in zahtevami sodne prakse lahkogl@r ol no vpl i vamo na Ve
in odlilnost, tako v vel]ji kol il ini kot 1 zbo
el zbol jganje wulinkovitosti -ppavoaodja opdgpjazg ko't
organizacijsko in normativno urejerios i nsti tuci onal nega, posl ovn
Republ i ke Sl ovenije ter t emel | zagotavl j a
zagotavljanju socialne blaginje in kakovost:i

Epravosodj) e | €013) erbjedkted .ni o g r0abBi |j a, K i ga ©ptr

celoviti (pod) projekti i n s katerim gel.| Mi
pravosodnega sistema do | eta 2013. S proj ekt
pocenitev postopkov, poslédn o gel i postopke poenostavitdi
povel at.i ulinkovitost sodigl, tako | asovno,
Vse aktivnost.i se izvajajo v okviru Operat
delno financira iz evropskih sredsté85%) in delno iz sredstev RS (15%). Vsi projekti so
opredel jeni in sprejeti V 0 p eprawosodjq. Pbsebsy i n |
ustanovljeni projektni svet’e-pravosodja spremlja in revidira izvajanje ena in tridesetih
projektov ob sodelovanj z Sl ugba za informati ko na Mini s

enota za izvajanje kohezijske politikgpeavosodje na Ministrstvu za pravosodie.

"KRI LEJ, Du g a-RRAVOSOMIE . [Onkne]. [Citirano 15.08.2011; 12:30]. Dostopno na
spletnem naslovu: http://www.mp.gov.si/si/delovna podrocja/e pravosodie/
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Mednarodna konf~>==~~

Za ulinkovito i zwragawamg @djcepgervacisime slee upr a
projektov, podpori projgnemu svetu -@ravosodje, koordinaciji aktivnosti pri javnih
narolilih, izvajanju promocije ter drugi |l og

Za izvajanje kohezijske politike gravosodje pa je odgovorna

Le povzamem pr e dPMvialete P00k je potebno rprjektZ v okviru

javne/ drdgavne uprave razumeti v obsegu vsesp
upr ave. Razumevanje in umestitev projekta v
t.i. okolice projekta, omepte ni h dej avni kov in navsezadnje t
za pravilno wupravljanje in vodenje projekta
ref orme javne upr ave govori mo 0 Sspremembah
admini stvaetlijarnwg td/e wove par adavgmanaganentb!| i ¢ ma

E-pravosodje se odvija v okviru treh komponent, ki so med seboj tesno prepletene. To so:

l.institucionalna komponent a, K i j e pravna
zahtev katlhijlnihm pe zato najzahtevnejga,;

2. organizacijska komponenta, ki je povezana s postopki, kulturo delovanja in tradicijo
posamezni h pravosodni h ustanov in zato za

3.tehnol ogka komponenta, ki je obvladljiva
in sistemom ter odvisna od nenehnega razvoja in novosti.

INSTITU
CIONAL
NA
KOMPO
NENTA

Slika 1: komponente Epravosodja
(E-PRAVOSODJE, 2008, 6)

V sklopu prispevka bom predstavila dva projektpE avosodj a, K i vkl julu
in I KT ter predst avl-hranjbeAVmgradva skiddomzsZVDAGAIpodr o |
Z\VOP.

3.1. PROJEKT:vi deokonferenl ni sistem za izvajanj

MP je z izbranim izvajalcem v letih 202D11 izvedlo zastavljen projekt, s katerim so
gel el i naredi ti kor akj mlaapjrgeijh ku dwed re@wedircjew [sr
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otrok. Tako so na 11 okrognih sodiglih (ena
za socialno delo v t.i. otrokom prijaznih sobah (1 soba na vsakem CSD) vzpostavili sistem, ki
omogol a otrokomogptraigke.neZ sgdhgo ppo zagotovi

civilnih, kazenskih in gospodarskih postopki
sistem v najveljem mogkem zaporu na Dobu, v
enote zaterenskon | ezmej no del o.

MP je pri oblikovanju projekta izhajal iz evropskih direktiv impEavosodija ter predvsem

opravljene analize v |l etu 2008, kKjer se | e
uporabe videokonferenc, &Betba ddeokonferenc epliva s p e g 1
na zmanj gevanje strogkov in vel kot 85 %, da
| emer jih je imelo izkugnje z njo samo 20, 6
potrebujejo dodatna usposabljanja, s katebmi povel al i ulinkovito urg
optimizirali poslovanje. Ministrstvo je z analizo dobilo potrdilo, da je projekt uporaben, kar se

je i zkazal o pri nj egovi i mpl ementaciiji, saj

3.2. PROJEKT: avdio snemanje narokov

MP je z izbranim izvajalcem TSE d.o.o. v letih 2€2@11 izvedlo zastavljen projekt, s

katerim so geleli skrajgati postopke, vplive
strogke udelegenih vvsggdoi kvpbstepbki bbrasgatvw
ma n j dokazovanja v postopkih zaradi mo gnosH
obravnav (zapisov prilevanja [/ zasligevanja
dvoran v RS innomogoémlijarmsjtatsedmnih obravnay
uporabe sodobne I KT je pokazala wulinkovitos

(10% velja v jan 2011 od dec 2010 in 33% vel
obravnav.

Regi treavz bjreemeni |l a sodni ke in skrajgala | as
sodni k a, ko je skrajgano narekoval pril eva
nadgradnja projekta, K i bo omogolila 2z nalr

zapisn | ar j ev na -hnambei emapisovaskladeo zeZVDAG in z ukinitvijo
prepisovanja & anal ni h avdio posnet kov sodni h nar c
zagotavljala zakonsko usklajeno varno hrambo in varen ter revizijsko podkrepljen postopek
posrede anja zapisov upravilenim uporabni kom. K¢
2012.

4. analiza stanja:

Mi ni strstvo za Pravosodje je v |lasu od | et a
ki jih je v velini opeavi MarPbawunai hakpbkteta
kot (so)avtor mag. Benjamin Lesjak, ki je s svojimi (so)raziskovalci in izsledki raziskav v
veliko pripomogel k izvajanju fpravosodja in vplival na oblikovanje moje analize stanja na
sodiglih pojukwedbizdoerdj kbpi sani h pri merov

Kot il zhodi gle podajpamadeatiodtoiblneo | T alniaz s 0
d. o.o0. merimo od novembra |l eta 2010 in nam s
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Omenjeneanal i za pri kazuje vsaj 5% rast uporabe
in je v veliki mer i odvisna od vzpostavljen
stopnja koriglenja naglo dvignila po vmarcu
mrego in so bildi na vseh sodiglih dosegljivi
izvajal ca. I nformatorji S0 dnevno pomagali
samostojno uporabo implementirane tehnologije.

Analiza je predstavljala osnovo i zhodi gl e za analizo stanj
obli kovala na podl agi analize vpragalnikov,
pravosodje v avgustu 2011.

Z 1 zbrani mi vpraganiji sem ¢gel el a pisniodobi ti
kraja dela (urbana sredigl a, rural ni prede
i zpraganih i n v manj gi mer i od del ovnega
ni kakrgnega vpliva na izbiro odgovora, kar |
5. zakljul ek:

Z opravljeno analizo virov in sodne -praks,
pravosodja in rezultatov ciljnih raziskav lahko potrdim teze®BEAVOSODJA, da je
epovel anje ulinkovitost.i pr av angem ith yodenjemongo | e d

vseh ravneh pravosodja ter s prenovo posl ovi
i nf ormaci j sk iPRAVOBGDJH, dtrandmi ¢ ( E

Kl'jub wuspegno izvedenim projektom: lzgradr
enotne@ evidentiranja zadev,2e ml j i gka knjige in izvrgbe &
kljulnih korakov za zagotovitev regevanja so

Predvsem je potrebno nareditd. analizo wulin
s stemskih regitev na sodno prakso, s poudar |
od zajema do hrambe gradiva, s aj l ahko s te
2005 mol no naraslega pripada zadevga(@ddaa vel
zaposlenih in velje potr ehbrea nob nhirha mmbengiiht vparho.s t
Z raziskavo sem uspela odgovorit.i na vsa tr

Ali implementirana sodobna tehnologija:

1. zagotavlja:pravico do sojenja v razumnem roku in vkpasv i t ev vel|l j ega z
pravosodni sistem,

2. vpliva na dostopnost do pravnega (sodnega) varstva in

3.zagotavlja wveljo pravno var nost (zanes|
zakonitosti in nepristranskosti
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pozitivno, vendar § aprdiveerhgkpam.j elkihmplve mpeomteand i
inovativnéiraemfet vinj uswosabljanjem delegni ko
Kot nadal jevanje razi skave, % septembru 20
vzpostavitvijo sodne-arambekibop o anal i zi ulinkovitosti I n
zagivela v letu 2012. Zat o bom o konlnih ug:«
porolala gele v |l etu 2012, ko bodo procesi z
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Centralizacija vsebin na primeru informacijske podpore
procesom priprave zakonodaje

Centralization of the content on the example of information support to the
law adaption process

Robert Kristanc
SRC d.o.o0. Trgagka 116 1000 Ljublj a
robert.kristanc@src.si

Povzetek

Prispevek opisuje glavne funkcije in integracijsko vrednost centralnega repozitorija
dokumentov in opisnih podatkov v informacijskem sistemu za podporo procesom priprave
zakonodaje (IPP). Centralni modul IPP je vir vsebin za portalehokracia, obenem pa

tudi vir povratnih informacij, povezanih s predlogi predpisov. Uvedba tega elementa v
sistem | PP je omogolila enostavne i ntegr at
omregij i in regitvami. Uspegna primoed dokrei j sk a
prakse za sorodne nacionalne projekte v prihodnosti.

Kl j ul ne Céntamierdodul, Edemokracija, integracija, spletni servis, priprava
predpisov, IPP

Abstract

The article describes the main features and the integration value of thelaemiaitory

for documents and metadata in information system to support the law adoption process
(IPP). The central module of IPP is the source feddfnocracy portal content as well as

for the public feedback. The introduction of this element in theesystnables easy
integration of different platforms, networks and solutions. Successful production usage of
this module is an example of good practice for similar national projects in the future.

Key words:central module, Elemocracy, integration, web sére, law adoption process,
IPP

Vlaganje vsebin v centralni repozitorij

V okviru informacijske podpore procesom priprave zakonodaje (IPP) je bilo potrebno
upogtevat. obstojele stanje pri nosilci h pi
sodelovanjez ai nt eresirane in splogne javnosti. Ol
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opi gemo z naslednjim popisom programski h orc
predpisov v organih javne uprave:

vzpostavl j en o -kenk(WAN) za caotngaeng jypevoH
vzpostavljena | okalna omregja na org
uporaba | BM Domino stregnikov na v
funkcijam sporolilnega sistema in v
uporaba okolja IBM Lotus Notes in MS Office naastrdelovnih postayj;
mo|l na centralna Oracle infrastruktura.

h

E

ani

seh
vliog
1
1

Nal oga projekta I PP je bila zagotovitev wust
in | i m bol]j avtomati zir ando jorates, vakatereggp see d | o ¢
vKIl jul uj e oragmam ozvn gtarvanje upr ave vVvel 100 wupor at
uporabni kov) . Pri tako velikem gtevilu upora
opr eme, K i je ge na voljo in jo uporabniki
poskuwugazagotoviti funkcijske i n organi zacij
programska orodja in funkcionalne zahteve projekta je bilo jasno, da bo morala programska

oprema | PP zagotoviti regitve, ki bodo wupor
pipr avo besedi l zakonodajnih aktov v obstojel
Notes, uporabni kom v vlIogi splogne in zainte
preko svetovnega spleta. Sevedzanaijlei hidrmootoaw
in | im bolj avtomati zirano sodelovanje med u
b i nicialno na vol

I nfrastruktur a, Ki ] il a
ahko povrgno opi gemo

e
in komuni kacij, ki jih |

T uporabni ki vsebino dokumentov kreirajo
Microsoft Office;

1 za evidenco dokumentov in podporo procesom verzioniranja in zbiranja mnenj se
uporabni kom prilagodi obstojeli dokumen
Lotus Notes

9 vzpostavi se centralni PDF konverter, ki skrbi za to, da si uporabniki izmenjujejo
vsebine, ki so v enotnem formatu, katerega odlika je tudi to, da je zelo primeren za

objavo in indeksiranje na svetovnem sp
javnost;

1 med dokumentnim sistemom in med centarlnim PDF konverterjem se vzpostavi
integracija, ki uporabni ku omogol a samod

1 za namene centralne hrambe vseh verzij vsebin predpisov in vseh statusov ter kot
centralni repozitorij (IPP CM), seporabi centralne Oracle baze;

T 1 BM Domino stregniki in centralne Oracl
spletnih servisov na Oracle stregniku.
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Slika 1: dostava vsebin v centralni repozitorij IPP CM
Prednosti opisane topologien t ehnol ogi je so olitne, a vel
ki sistemu | PP dajeta najveljo mogno fleksib

T PDF f or mat j e neodvi sen od operdacijski
uporabni k za vpogled potrebupket(Adebe ustr e
PDF Reader). Format je primeren za izvajanje elektronskega podpisovanja in za
trajno hrambo v elektronski obliki.

T Spletni servisi ob centralnem repozitori
in standardno komunikacijo, kar centralnemu réjpoju daje maksimalno
fleksibilnost, saj lahko komunicira s poljubnim izvornim sistemom, ne le z
regitvami v okviru dokumentnih sistemov

Centralni modul in E-demokracija

Centralni modul IPP je v nadaljevanju zelpouaben tudi za komuniciranje z javnostmi v
zvezi z vsebino predlogov predpisov. Uporabniki v zalednih sistemih lahko preprosto vklopijo
al i izklopijo stikalo, K i dol ol en dokument
neprimeren za objavo. Vsekakorye i zogi b napal nemu razumevanj
odl ol i twvi o tem, da dol ol en dokument ne bo
skrivnosti, ampak za t o, da v procesu pri
dokumentov, ki za javnost nispanimivi (na primer pozitivna mnenja drugih resorjev,
mnenj a, K i se ukvarjajo s slovnil| ni mi al i no
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Slika 2: uporaba centralnega modula za Edemokracijo in interne potrebe znotraj WAN-a

Dokumentj za katere se uporabnik v zalednem si
(ali jim je objava s poslovnimi pravili zaledne aplikacije celo zapovedana), se samodejno
objavijo na portalu Elemokracija. Portal je seveda javno dostopen, kar pomeni, da v
nassednjem trenutku drgavljani, zainteresirane
spleta, ge |l ahko vidijo vsebino pdemak@dijes a, Ki
lahko seveda aktivho sodelujemo in oddajamo lastne komentarje, mnenjdlagere

Centralni modul je zelo koristen tudi za razne interne aplikacije, ki potrebujejo podatke o
tem, v kakgnem stanju priprave je nek predpi
predloga. Vse od prve produkcijske implementacije sistema BgPense na primer na
centralni mo du | | PP povezuje precej starejga
za notranjo rabo sproti prevzema vse relevantne informacije o vsakem predpisu, ki je v fazi
priprave. S centralnim repozitorijem vseh vemiedlogov predpisov smo dosegli veliko
i zbol {tgaaklng ena podr ol ju ©participacije javnos
enostavnejgega dostopa do vsebin, mnen | in
(treba se | e zawwesdaakteim pdrae dpri askut islondoe | purjie v el
vidika sodelovanja javnosti skozi portaldemokracija lahko brez pretiravanja trdimo, da je
centralni repozitorij s spletno prezentacijo vsebin prinesel vsaj naslednje prednosti:

1 predpisi v fazi pripra e SO javno dostopni in javn
sodel ovanje (postopek priprave predplso
mi ni strstvo, zel o odprt i n edojemljiveg
in zageljenosti...)

1 objava predpisovnabpet u je za dr gavo, K i mora skr|
girgo participacijo, ekonomilen in hitel

Sso vV postopku pred zakonodajnim postopko
1 informacijska podpora procesom priprave predpisoavppreko portala E
demokracija omogola transparentno éeposl o
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Potencial centralnega modula IPP

Centralni modul IPP ima velik potencial tudi za eventualne dodatne funkcije, ki bi jih
|l ahko opravljal breel avvelijn hbii nl akkhad egei doda
priprave predpisov ter administrativne procese znotraj organizacij, ki so v postopke vpletene.
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Slika 3: potencialne dodatne funkcije centralnega modula IPP

Centralni modulimapolepas nega potenciala komuni kacije
eksternih javnosti, zaradi svoje pozicije v procesu na voljo vse potrebne podatke in servise, da
bi lahko:

1 podpiral procese priprave predpisov v okviru lokalne samouprave, kjer nastaja

velkak ol i | i na predpisov, a njihova hramba
preko sistema | PP (kajti obline uporabl
produktov, s katerimi si pomagajo pri procesu priprave predpigasno pa je, da

bi vsak tak specf i | en progr amski paket preko spl

komuniciral s centralnim modulom IPP);
1 z dodatnim modulom za spremljanje dostopov do vsebin v IPP centralnem modulu
in vpisov v ta modul, bi lahko preko frekvence vpogledov ugotavijali, kateri

predpi si so najbol]j evroli¢ (in bodo v
najveljo mero dialoga). Preko gtevila k
ugotovi |l i, kater. predl ogi so najbolj S
javhostispe j eml j i v kon| ni predl og) . S pomol j o
ver zij, komentarje ter druge dokument e

predpisa, bi si pripravljalci lahko pripravili analize napak, storjenih v preteklih
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postopki h i n s & prihaiegizognitii znnaapnaj kea, m K i se k
verzijah predlogov in mnenijih je lahko podlaga za optimizacije procesov;

T aplikacije v sklopu sistema | PP med set
predpisih v pripravi, a ni nobenega pravega razloga, daaselasdni paketi z
met apodat ki ne bi uporabil i splogno, k a

postopek priprave predpi sov omogol| al o
evidenco dokumentov, ki v procesu nastajajo.

Zakljul ek

Centralnimodul IPPsee v pr aksi izkazal kot odlil en i
aplikacijami in spletnim portalom -Hemokracija. Centralni modul PP kot osredniji
produkcijski segment sistema za podporo procesom priprave predpisov predstavlja primer

dobre prakse, kiagbt oj el i m apl i kacijam in portalom nud
tolko, obenem pa predstavlja tudi potenci al
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Uporaba orodja system architect za prikaz poslovno
informacijske arhitekture

Using system architect for governing enterprise achitecture

Marina Trkman, Marjan Krisper
Fakulteta za ralunalnigtvo in informatil
marina.trkman@fri.unlj.si, marjan.krisper@fri.unlj.si

Povzetek

Poslovno informai j sko ar hitekturo (Pl A) ima vsaka o
vodij. Ve se na pri mer, kako povelat dodano
S i odgovoren za SVO] rezul tat dela (@ergani z
pomen formalnega zapisa poslovno informaci)|j
in naj modernejga, kot je System Architect,
nek el ement uporabljen v vel di agr enega h . V
orodja na poenostavljenem primeru: nari sal.i
povezovanja med nji mi. Na zadnje smo predst
Kl j ul ne pdsleveceinfoemacijska arhitektura, System Arhcitegpozitorij, Togaf,

AMD

Abstract

Enterprise Architecture (EA) is something that every organization has, even if it is only in
the heads of employees. For example, organization has to know how it adds value for its
customers (business processes), avlbiom you are responsible to (organization structure).
Especially for big companies it is important to formaly write its enterprise architecture
down. Many tools such as System Architect enable the use of repository. In our article we
have entroduced how wesed that tool to draw diagrams and connect them. At the end we
wrote down some of the challanges we have faced to.

Key words:enterprise achitecture, System Architect, repository, Togaf, AMD

Uvod

Informacijska tehnologija (IT) ima velik pomen pri posdfom j u podj et | a. |
poslovno informacijske arhitekture (PIA, angl. enterprise architecture) raziskuje
uskl ajevanje (angl. alignment) poslovanja z
orodja, kot na primer (Institute for enterprise architextigvelopment, 2011): Planning IT,
Corporate Modeler Enterprise Edition, Enterprise Architect in System Architect.
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V. |l anku smo se osredotolild@ na orodje Syst
gtudije primera upomoskmmedisan na edgriganju poreanjkljidostt o | i |
i n tegav pri postavituvi arhitekture. Me d r

postavitev arhitekture, smo uporabili Togafo.

V nadaljevanju smo najprej predstavili korake izgradnje arhitekture in po obleggd
Togaf AMD. Nato smo na kratko predstavili delovanje orodja System Architect. Sledi
poenostavl jena predstavitev poslovno infor ma
in informatiko. V skl epu smo dies kputii rdeelliu psroe

Togaf

Togaf nastopa v vlogi tako metode kot ogrodja. Kot arhitekturna metoda strukturira zbirko
tehni k in procesni h kor ak ov-infarmacigke arhitekturej e i n
Kot arhitekturno ogrodja pa strukturira arhiierne opisne tehnike z identifikacijo in
povezavo razlilnih arhitekturnih vidikov 1in
vsebuje tudi orodj a z a uvedbo, -e iOgradeljea v 0 , [
sestavljeno iz sedmih delov:

Uvod

ADM (Architecture Development Method)
Smernice in tehnike za ADM

Ogrodje arhitekturne vsebine

Enterprise Continuum & Tools

TOGAF referenl ni model i
Ogrodje za upravljanje sposobnosti

NoakswhpE

ADM (Architecture Development Method) je metoda za razvoj poslovno informacijske

arhitekture po Togaf u, K i poteka po korakih
iterativnem procesnem model u podprtem z n
mnogico arhitekturnih sredstev. Namenjgen | e

(angl. design), ocenjevanje in izoblikovanje HA  Nj egova wuporaba naj b
planiranja, modeliranja in implementiranja arhitektur (The open group, 2011).
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Definiranje
vsebinskega i
YStiz2R2t
okvira

Slikal: TOGAF AMD

|l zvajanje celotne metode AMDagé i kodliil noepl

V gtudiji primera smo se osredotolili na faz
se osredotolajo na izris diagramov poslovno
sl edeli h arhitektnupr0lh): domen (The open g

1 Poslovna arhitektura(Bx aj ema posl ovno strategijo, V O (

poslovne procese.
1 Arhitektura informacijskega sistema (C):
o Podatkovna arhitekturg e | ogi Il na in fizilna struk
sistema in virov za upv§anje podatkov.
o Aplikacijska arhitekturgoredstavlja plan posameznih aplikativnih sistemov, ki
bodo uvedeni, njihove interakcije in povezanost s poslovnimi procesi.
T Tehnol ogka @errreidtsealkatvdrjaa (ID)gi | ne pr ogr amsKke
ki so potrebne za podporo poslovanju, podatkom in aplikativnim storitvam.
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Orodje System Arhitect

System Architect (SA) j e zmogljivo orodj e
model iranj a. Nudi girok nabor di agr amov,
inffor maci j sko arhitekturo. Di agr ami SO avtoma
predstavitve (na primer Poslovni procesi) oz uporabljeno modelirno tehniko (na primer
UML).

Poleg mape z diagrami (angl. Diagrams), v kateri so spravljeni vsi diagramiakigittik

ustvari, obstaja ge mapa z definicijami (anq
nari sani V. mapi z diagrami . Na pri mer: eBP
Sspreminj amo, dodaj amo i n br i ¢e ordorija, kbdghlko 2z di

element iz nekega diagrama uporabljamo tudi v drugem diagramu.

: Explorer o=

~
@ Activity

@ Auto-Decomposition

@ Buziness Concept

@ Business Process B
@ Class B
@ Collaboration

@ Component

@ Data Flow Gane & Sarson
@ Data Flow Ward & Mellor
@ Deployment

@ Enterprisze Direction
@ Entity Relation

@ Explorer

@ Functional Hierarchy

— ol s - b’
All Methods | DataModsling
L Buszsiness Process J\ Applicatian
L Structured l Organization
L Technolagy J\ Lacatian
L Business Direction l LML | |
| XML ]

Slika 2:  Glavno okno z diagram in definicijami

Arhitekturne domene prikazane na primeru

4.1 Poslovna arhitektura

Kot rel|l eno, SA nudi girok nabor diagramov
za predstavitev poslovne arhitekture izbral.@

a) Diagram poslovnih usmeritev (angl. Enterprise Direction)
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b) Diagram organizacijske strukture (angl. Organization Chart)

c) Diagram poslovnih procesov (angl. Business Process)

a ) Diagram poslovnih usmeritev

V Diagramu poslovnih usmeritev (angl. Enterprise Direction diagram) predstavimo
sredstva na eni strani ter rezultateruna dru
sredstev se pogovarjamo o0 poslanstvu, strategiji, taktiki, politiki poslovanja ter poslovnem
pravilu. V okviru rezultatov pa o viziji, usmeritvah in ciljih.

Vizija (The business rules group, 2010) gov
negovori pa o tem, kako bo to dosegla. Sestayv
je to egoalg¢), te pa iz velih ciljev (po ter
da tolno dol ol a kaj bo do kddpenamepgpo. nHsa
kvalitativno kot kvantitativno ter splogna

Posl anstvo S SVOoji mi strategijami|, K i S0
aktivnosti za doseganje Vvizije. Strategije s
odmakti k. Takti ke se osredotolajo na izvedbo ¢
Direktive upravljajo oz vodijo kako naj bodo aktivnosti iz poslanstva izvedene. Vsaka

aktivnost iz poslanstva naj bi bila omejena
postme organizacija prevel t oga. Za doseganj ¢

potrebno poglobljeno znanja o vsebini in tesno sodelovanje z zaposlenimi. Direktive se
redkeje povezujejo tudi z elementi vizije.

Direktive so implementirane skozi politig®slovanja (angl. Busness policy) in poslovnih
pravil (angl. Business rule). Politika poslovanja je namenjena obvladovanju (angl. Govern)
strategi|j in takti k. Predstavljajo odziv na
nevarnosti, slabosti,rednosti. Poslovna pravila so izvedena iz politik poslovanja in vodijo
potek poslovnih procesov.
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SREDSTYA REZULTATI
Foslanstvo Conrect|on_1 Vizija
Ukrepi Zeljeni rezultati
Strategija Usrmeritey
Taktika Cilj
Direktiva
Politika poslovanja
Paslovno pravilo

Slika 3:  Ponazoritev kaj vsebinsko spada v Diagram poslovnih usmeritev

V spodnji tabeli smo pripravild:i pet pri mer ¢
tajnosti fakultete. Prikazuje kako iz strategije sledi taktika, iz te izoblikujemo usmeritev in
nato konkretne cilje.

Tabela 1: Tabela s podatki o strategijah in taktikah ter usmeritvah in ciljih.

Strategija Ulinkovitejge delo tajnidgtva.

Taktika Pohitritevprocesa vpisa.

Usmeritev Vel ja uporaba sodobnih tehnologi]j/
Cilj Od gol .l eta 2007/ 08 omogol iti gt ud ¢

Ko v SA izberemo kreiranje novega Diagrama poslovnih usmeritev, so nam na voljo elementi za
izgradp o | e tega kot kage Slike 4.
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FRI ne talarira studenta,
e pgravnajo obweznosti
do prefvidenaga datuma

o Stroshe solnine
Strozke wpisnine | student poravna
student poravna

pred wpisom
pred u‘spisnm\rctloti v[zahtewanem %

#

zinko H:?

delo tdipistla
=

Shrakgy

J ,_|

Podubeti za uecinkovito Pﬂhiffim
administrativno podporo pracesa
projektam
Slika 4: Izsek iz poenostavljenega Diagrama poslovnih usmeritev

b) Diagram organizacijske strukture

Izrisali smo Diagram organizacijske strukture (angl Organization Chart diagram) ter v
organizacijske enote vnesli delovha mesta/loge (angl. Roles), ki se tam pojavljdjaglej
primer na Sliki 5.

Studentshi swet Upravni edbar
Roles Rales
student dekan

"tajnik fakulteta"
"pamocnik tajnika za racunovedsie financne zadewe"
"yizokosolski ueitzlj = palnim delownim casom"

Slika5: Element iz Diagrama organizacijske strukture

c) Diagram poslovnih procesov

Poslovne procese (angl. Business Process) smo risali z notacijo Business Process Modeling
Notation (BPMN). B°PMN je diagramsko usmerjena notacija za definicijo poslovnih procesov
(Object management group, 2011). Na razpolago nudi 4 osnovne gradogodke, vejitve,
povezave in aktivnosti, ki jih |l ahko pokupl k
kje v organizaciji se dogodki in aktivnosti izvedejo.

Pri mere uporabe tehnike nismo podali,giker |
mnogici bralcev.
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4.2 Arhitektura informacijskega sistema

Za predstavitev podatkovne arhitekture smo

a) ER diagram (angl. Entety Relation)

b) Fi zi | ni podat kovni mo d el (angl . Physical
System Architect nudi dva tipa diagna in sicer ER diagram (angl. Entity Relation) in
Fizil ni podat kovni mo d e | (angl . Physical D
notaci j ami za kardinal nost. Naj girge wupor at
uprabila. Uprla sem se na predpavke kot so: npedagogi so lahko dodeljeni na predmet;

vsak pedagog ima habilitacijo; en predmet i m
Primera za i1zris teh dveh diagramov nismo poc
girgi mnogdgici bralcev.

Za predstaitev aplikativne arhitekture smo izbrali diagrame kot so:
a) Diagram sistemskih podrolij (angl . System

b) Diagram sistemske arhitekture (angl. System Architecture diagram)

a) Diagram sistemskih podroli]j
Aplikacije na fakultetismo razdelili® vel je skupine in sicer:
T Apli kacij e organi zacijske enot e tajnigt\

uporabljajo zaposleni za izvajanje podpornih procesov.

1 Aplikacije za komunikacijo pedagept udent : sem spadajo tis
katerih pedagoglaj e i nf ormacije gtudentom bodi si
rezultate preverjan;.

1 Aplikacije za delo na vajah: sem spadajo tiste aplikacije, kijih uporabljajo asistenti za
izvedbo vaj pri predmetih. Primer: Laboratorij za informatiko pri svojgngrme t i h u |l i

gtudente wuporabo aplikaciij, k ot so Power
itd.

1 Druge aplikacije laboratorijev: sem spadajo vse druge aplikacije pedagogov in drugih
| l anov | aboratorija, K i nNi s o rdBxeeleIPESH 0 upc
ipd.
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Aplikacije org.

Aplikacije za
enot Tajnistva

vaje pri predmetih

Administriranje racunalnikov v ucilnicah

A A

ceo

) Aplikacije za Info. o delu na predmetu
komunikacijo
pedagog-student

Admin aplikacij

Info 0 opravljenih obveznostih studenta Rezultati seminarskih nalog studentov

Druge aplikacije
laboratorijev

Podpora izvedbi vaj in predavan;j

Slika 6:  Primer uporabe diagrama sistemske arhitekture (angl. System Architecture)

b) Diagram sistemske arhitekture

Za skupino aplikaci]| i menovano-steuvAdbd ntkcac{ ¢ k
element na Sliki 6) smo narisali Diagramtemske arhitekture (angl. System Architecture
diagram). Prikazuje povezave med dvema aplikacijama z uporabniki.

f eGtudent je aplikacija, ki ima 3 tipe (n
pedagoga. Gtudent se pr,ekroedanpe ivkpaicsig ev plrd
potrdila o vpisu, prijavlja napake na eC
zameno prejema formalna obvestila pedagog
vnaga gtudentove ocene i n Refere mpravim prij
givljenjski ci kel gtudija gtudent a, kar
gtudentov (redkeje) i n deluje v skladu s

gtudent e.

T eUlilnica Jje Moodl e apl i kapddagagi. Pekagogij o U
objavljajo gradivo za podporo izvedhbi pr
nal oge, ki pokagejo njihovo znanje skozi
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D MySQL x1
Student Referent
P eStudent
Info o predmetu
7 <
< T~
-~
— e S —
s —
O
Sprotno Povratna ‘\
sodelovanje informacija
ri predmetu o0 osvojenih Vnos ocene
zhanjih studenta preko pedagoga
ini D
P eUcilnica Pedagog
Rezultati o osvojenih znanjih studenta
<<
N
D Oracle PB x1
Slika7: Pri mer uporabe di agrama sistemsih podr ol

4.3 Tehnol ogka arhitektur

Po pregledu intranetnega dokumenta éNalrt |
inginirjem smo ugotovili, da Fakulteta pod]
povezana z internetom preko pogarnegeptazi du.
omregja (angl . Net work Concept diagram).

Povezavanje elementov znotraj diagramov ter med njimi

System Architect omogo|l a povezave med el er
razlilnih diagramov s pomol j o Mat gld $likn8ga r az
Rezultat njegove upor abe SO0 matri ke, v K
sodelovanje/povezanost.

Matrix Browser a1 x

Enterprize Direction

Buziness Objective iz aligned with Stakeholder Expectation
Busineszs Palicy ws Goal

Business Policy vs Strategy

Buzineszs Rule va Objective

Business Aule vs Tactic

Strategy vz Buginess Goal

SWOT Assessments [Influences on Objectives)

Tactic vz Businezz Objective

o
H‘-# Enterprise Direction

0 IDEF

e Business Enterprise

LROALGLEOH 2

Slika 8: Matrix Browser
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Tako | ahko povegemo el ementa iz Diagrama f
politiko s str a8 €&ugej, povezaveknred eleknengj istegs diagrema lahko
kreiramo ali z risanjem diagramov al. pa z

gé Eg% gg 5 |8 =

55 |§R5|EE5 |3 |28

3: |Ze@|g3|E |E |28

S| T2EIERE|2E|3 |28E2

HEE R EEE L

Business Policyfs | = £ 2| 58| eS| ws| 2 &E| = &

FRI ne talerira studente, ki ne poravnajo "
obveznosti do predvidenega datuma
Slika 9:  Matrika s povezavami med politikami poslovanja in strategijami

Drugi nal i n povezovanja el e marmtntevstezo izz raz
Di agr ama posl ovnih procesov z organi zaci | s
organi zacijske strukture, |je z idejlSlikd10.t vi j o v

Model Object - Participant - predstavniki Studentskega sveta =gy
Mame ‘predstavmk\Studenlskegasveta E @
Analysis I Exe:ut\on} Reference Documents] Access Data} Symbo\]
J Page j 1 of 2
Description
[ View Paint
Participant
|Defiﬂit\un."Drgamzaliunal Unit":"Studentski swet"
Define Check Choices...
Ok Cancel Spel Delete Apply
Text Length: 4074
Slikal0: St ez epredstavni ki Gt udent gdniragijska svet ac
enota

Tretji nalin za povezovanje med el ement.i r
diagrama nekemu elementu iz drugega diagrama. Na primer: v diagramu na Sliki 11 smo z
desnim klikom na el ement e A ldiekna cci jiez bzaal k o
eAttachg¢ ter med velimi diagr ami izbrali tis
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MHame | | Search

Target | Dhagramsz-»Symbals-> Child diagrams

Cancel

Ll Lo

Type | Systemn Architecture

Aplikacije za
waje pri predmetib

A A

Admin aplikasij Aplikacije za | Info. o delu na predmetu

komunikacijo
pedagog-student

Info o apravljenih obweznostih studenta Rezultati seminarskinh nalog studentoy

Lruge aplikacije
laboratarijew

Fodpora izvedbi vaj in predavan;j

Slika 11: Primer podrejanja celotnega diagrama elementu iz nekega drugega diagrama

Diskusija

Gl avna prednost orodja SA je, da omogola id
diagramsk mi t ehni kami . Tovrstne povezave | ahko k
podrejanjem diagrama nekemu el ementu, z dol o
drugih diagramov in z avtomatskim geneériranj

izzivi. Nekateri med njimi so bili:

- Pri Diagramu poslovnih usmeritev smo se
organizacije. Pripravili smo si tabelo z navedenimi strategijami, taktikami,
usmeritvami in cilji, tak orgdnipiranerk prigtapu pr i me
smo ugotovili, da marsikater: cilj ni ma
nikoli dobila cilja, torej ni bilo definirano kdaj in kdo naj nekaj naredi. Zaradi takih
pomanj kl jivost.i di agramcbrdalev&shaliglao pomé
tree view) prekinjene oziroma i mamo el i st

- Nasl ednja znalilnost Diagrama poslovnih

lahko povezujemo elemente s strani s sredstvi s stranjo z rezultati (glej Sliko 3). Na
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pri mer: usmeritev s taktiko. Tor ej Il zgubi
samo enega estargac.

- Iz nabora diagramov nismo nagl: pri merne:
stregni kom. Tako i menovani e Tanodj®, tegaané ¢ , K i
pokriva. Dostop do dodatne dokumentaciije

omogol|l en preko sapkipanitakotrigidlennani Or acl e

Repozitorij el ementov omogola ponovno upor a
poslovanp . Samo s premi gl jeno uporabo nalinov po
ugotovimo nepravilnosti v poslovanju in jih pregledno odpravljamo.

Literatura
[1] Institute for enterprise architecture development (2011). "http://www.enterprise
architecture.info/EA_Toalhtm."
[2] Object management group (2011). "BPMN." from www.bpmn.org.

[3] The business rules group (2010). The business motivation model: business governance in a
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Nekonvencionalni papirji i ePapirji

Unconventional papersi ePapers

Kl emen Mogi na, Franci Sluga, St ane
University of Ljubljana, Faculty of Natural Sciences and Engineering, Department for
Textiles,

klemen.mozina@ntf.udj.si, franci.sluga@ntf.unij.si, stane.pracek@ntf.ujisi

l zvl el ek

Nekonvencionalni papirgli ePapirji so bili razviti z namenom, da bi imeli podobne

| astnost.i kot jih imajo konvencionalni,
mogna stopnja resolucije in 180U kot o]
namenom pr esaalnial ommajkii thv e arsdlonov. Kl jub v
papirjev ni potrebno bati, s aj proi nek
tehnologka ovira, saj bar vni pri kazoval
stopenj kakovosti izpisa 0z. so po drugirsa n i cenovno nedostopr

kar jih wuvrgla med trgno nezanimive pr o
zgol j neudejanjena gelje proizvajalcev e
ti. od iznajdbe ePapirja. Namesto, da bisegptra papi rj a usl ed v sc¢

osebnih ralunalni kov zmanj gal a, s e j e
konvencional nega papirja naragl a, s aj p
zapisovanju i n rokovanj u. Lrnil o na paj

ezasl ong.

Kl j ul ne nekamemrciomalni papir, elektonski papir, berljivost, resolucija,
tehnologija.

Abstract

Unconventional papers, e.g. ePapers are intended to have the qualities of
conventional paper, i.e. readability, highest resolution andUl80v i ewi ng ang|
were developed in order to conquer the limitations that computer monitors have.
Still, paper manufacturers do not have to worry too much, because by most
accounts, the biggest technological obstacle regarding electronic paper is the fac

that current known ePapers, e.g. color displays, are either of poor quality or too
expensive to be commercially viable. Paperless office is nevertheless still a wish of
many ePapers manufacturers and did not happen for real since the invention in
1974. hstead, personal computers caused more paper to be consumed and it is
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namely due to comfort level between reading documents on paper or CRT displays. Ink on
paper is still the perfect display.

Keywords:unconventional paper, electronic paper, readabiliggolution, technology.
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1 INTRODUCTION

Books with printed pages are unique in that way that they embody the simultaneous, high
resolution display of hundreds of pages of information. The representation of information on a
large number of physical pageghich may be physically turned and written on, constitutes a
highly preferred means of information interaction. An obvious disadvantage of the printed
page, however, is its immutability once typeset (Jacobs et. al., 2011). Therefore, the main
reason for dveloping the ePapers was in order to overcome some, but not all, the limitations
of screen publishing. Since the year 1975, when Nick Sheridon invented the electronic paper,
there is still by most accounts the biggest technological hindrance facingeiep@apers and
that is the fact that currently known colour displays are either of poor quality or still to
expensive to be commercially accessible (Kroeker, 2009, p. 15). Different type of content can
nowadays be accessed via all kinds of media, egyisebn, radio, printed media, computer,
mobile devices and even via electronic paper. Financial and not the environmental issue are in
front of the world competition. The main question is, who will get the most out of the market?
For the past decade, mdacturers have sought to provide a reading experience similar to
experience of reading from printed media. For past five years (since February 2006), readers
of Flemish daily newspaper De Tijd, had the opportunity to read the paper in its electronic
form by using the iRex iLiad device, while the first commercially available product was
launched also in 2006, but in September, Sony-BRE Mentioned paper like electronic
display devices are intended to share most of the qualities of a conventional pelpexs su
high contrast and resolution, 18Giewing angle, reading under reflective light, low energy
consumption, thinness and to be flexible enough to be folded or rolled up as printed paper.
Electronic papers are discerned from other traditional disptags,CRT, LCD, plasma or
OLED screens, by its standard components, i.e. low power one chip microprocessor,
rechargeable battery, plastic housing and one well/button navigation. Several studies have
been made to explore environmental influence of a corraadtprinted media and electronic
media. The field of study is still rather new and unknown. Mainly the basic concerns holds,
how to describe the environmental consequence of new ways of distributing and obtaining
news or other types of information (Mobesgg. al., 2010, p. 177; Pa, 2009, p. 2763).
Conventional paper is still, and in the future it will have the primary position in an
information media. Although, speakers in favour of ePapers often expose durability of printed
information as a negative andsk condescension, because electronic paper displays offer
quicker shifts of contents, it is the sustains of the information that leads the human kind into
the future development.

2 TECHNOLOGY
With the advance of technology, the use of computer basedmafion system has

increased immensely. Systems provide us with converting, storing, processing, transmitting
and retrieving information more quickly than ever (Lee et. al., 2011, p. 1). Information is the
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main key to success in comparison to competitRimting has become to slow in satisfying

our demand upon gathering the information. We live in the era of receiving and sending up to
date information. Therefore, visual displays units (VDU) are to some prediction believe to be
the most convenient toobf human/computer interaction (Shiek and Lee, 2007, p. 601). In
order to obtain the information where ever and when ever we wish to, a pocket size display or
device is needed and it will be one of the main streams in the development sectors of
electronic ommunication manufacturers. Electronic paper is compressed out of two different
parts. First is the electronic ink (i.e. frontplane) and second is the electronics required to
generate the pattern of text and images on {imk @age, i.e. backplane (Shesid 2007, p.

1).

2.1 Eink

Nicholas K. Sheridon inventediek in early 1970 in the Gyricon, which is the Greek term
for oOrotating imageodo and it was first meant
E-ink that Mr. Sheridon invented is basedathin flexible plastic that contains layer of tiny
plastic beads, where each is capsulated in a little pocket of oil and thus is able to rotate freely
within the layers of plastic sheets. Each hemisphere of a bead has its own color and electrical
charge With applying electrical charge to the backplane, beads rotate and thus creating two
color pattern called bichromal frontplane, that had several limitations, e.g. low brightness and
resolution and a deficiency of color specter. Improvement of mentionks dd@ disabilities
that original Gyricon éenks had, were done by E Ink Corporation. They had developed an
electrophoretic frontplane. It is consisted of millions of microcapsules, eachmhOth
diameter. Microcapsules are filled with an intelligiblyidl, in which white particles are
charged positively and black are charged negatively (Fig.1). Because the bichromal particles
i.e. black and white are charged contrariwise, applying an electrical charge from behind the
screen can easily separate them (f8ba, 2007, p. 1; Mokey, 2009, p. 1).

Where is: 1. upper layer, 2. transparent electrode layer, 3. transparent microcapsule, 4. positively charged whité& paeigésely
charged black particles, 6. transparent oil, 7. electrode pixel layleott®8m supporting layer, 9. incoming light, 10. white reflection,
black reflection

Figure 1. Scheme of @nk technology.

As seen from the Fig.1, charges repeal each other in that way, that a positive charged
particle pushes the white ones to the, tofaking display appear white and vice versa. By
multiplying the process million times and spreading the microcapsules across the entire screen
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and in combination with an electronic driver that coordinates all the particles, than the
outcome is electronipaper. Therefore, if you put color filter instead of a monochromatic
upper layer, than display becomes color, while the basic nature and physic of such display
stays the same as it is in monochromatic display (Fig.2). In contrast it also means that the
reolution suffers, because what would count as a pixel in monochrome displays, now has to
act as subpixle. Furthermore, filters tend to degrade the quality of displays, because when
using filters means that many photons are lost (Rowe, 2009, p. 1).

| j j JR G |
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‘-ugc&'%oo %,g‘&:v‘o

Figure 2. Scheme of electronic display with color filter.

2.2 ChLCD

To overcome the mayor drawback ofn&, which is its low refreshing rate and which
makes it unsuitable for displaying moving pictures, because the process of changing particles
from one sidego another is to long and results in a flicker effect, the researchers in IBM, HP,
Philips and Fujitsu have developed more suitable technology for displaying animation or
video. Technology is called cholesteric liquid crystal (ChLCD) and is based on-kneein
LCD technology, which works on a principle of applying a current to a spiral shaped liquid
crystal molecules that can be changed from vertical to horizontal position (Mokey, 2009, p.
1). For ChLCD it is believed to be the dominant ePaper techndtrgiie next decade. Stated
assessment is based on a high level of maturity exemplified by the LCD industry, as well as
on the fact that ChLCD technology offers as one may say, the ideal list of features of an
ePaper, i.e. flexibility, thinness, lightnedsstable nature that does not require any power to
maintain displaying an image and very little to change it, high brightness, contrast, resolution,
vivid colours and a decent refresh rate to display animations and even videos (Sheridon, 2007,

p. 1).
Incident light | :»‘:Q«

A Light absorbing layer

Figure 3. Scheme of how ChLCD display works.

63



Inf (hmieh

Mednarodna konf~>==~~

2.3 In-plane electrophoretic

In-plane or lateral electrophoresis is a technology in which charged particles are
transported parallel to the plane of the insulating substrates between which the liquiddis place
and is in contrast to the oeaf-plane or transversal electrophoresis in which particles are
moved perpendicularly to that plane (Strubbe et. al., 2011, p. 89). Technology used in the
Amazon Kindle and other populaireaders (Fig.4) is based on aplane electrophoresis and
differs from eink in such way, that electric field is controlled by titanium dioxide particles
suspended in capsules instead of opposite charged particles. When applying an electrical
current, the particles are forced to the topghaf capsules and when they are near the surface
of a display, the surface appears white, because the incident light is reflected or scattered and
vice versa. Therefore, by making selection of certain areas light or dark, fonts and images are
rendered on #hn display. Principal scientist at Philips Research in Eindhoven, Kars Michael
Lenssen and his team started the technology that relies on a two particle filled capsules for
each pixel, one containing yellow and cyan and the other containing magenta &idplac
controlling voltage, the colored particles either spread across the pixel or move out of the
visible area. Result of that kind of movement of particles is in possibility to render different
colors just by controlling the number of colored particlesven on display. To create white
color, the particles must simply be shifted away to reveal the white substrate beneath the
capsules (Sheridon, 2007, p. 1).

Figure 4. Amazon Kindle and iRex iLiad.

2.4 Photonic ink

lan Manners, Geoffrey Ozin and dre Arsenault developed photonic ink in 2003 at
University of Toronto, Canada. Photonic ink, i.elnR, is a composite comprising an opal
embedded in a matrix of a specialized redokive polyferrocenylsilane gel and it is a
substance that can changeacotlectronically. When matallopolymer gel, which is stacked
between spheres, is incorporated in electromechanical cell, the varying voltage causes gel to
swell and shrink reversibly. Gel swells when soaked in a solvent and shrinks when it is dried
out andby that creates variances in the spacing between the small spheres. Therefore, result of
swelling and shrinking are tunable display of colors and synchronically, the color appears
when the photonic ink shifts across the visible wavelength. Which colbapgkar at given
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time, depends upon the size of the spaces between spheres (Fig.5). Time needed for a gel to
swell or shrink completely is less than a minute. The amount of solvent that gel absorbs is
controlled by applying an electrical voltage and thgation of the voltage makes it possible

to tune the photonic ink to any color shade (Ozin and Arsenault, 2008, p. 44; Arsenault et. al.,
2003, p. 63; Ank; Ozin, 2011).

Increasing voltage

|
|

Reflectivity

i
)

A 4

Wavelenght

Figure 5. Schematic representation of how photoniak works

3 EPAPER ADVANTAGES AND DISSADVANTAGESS

Electronic paper behaves like conventional paper in termsaofability performancend
it has in case of an dplane electrophoretic or photonic ink, wide viewing angle and high
image contrast. Whenewvthe surrounding light is sufficient enough, electronic paper does not
require additional front or back light source to illuminate the text, image or video. The ePaper
structure is consisted of layers that are thin and lighsveight but in comparisonvith the
conventional paper, heavier and harder to use, specially for elderly people. Electronic paper is
made ofsoft plastic(i.e. oil), containing microcapsules and liquid stage. As there are no hard
components integrated in it, it is highly flexiblegeit is able to be twisted, bended or put in
any curvatures as needed. Retaining the image does not require any refreshing process and
even when thg@owersource is taken out, the image still stays until the next electric field is
applied and thus ePapexhibits the bistable equilibrium. Themanufacturing processs
carried out using a retb-roll technique that is similar to printing paper, by applying
dielectric fluid and charged particles into the layer of microcapsules and in the end, sealing
the bp layer. Electronic paper manufactured in that way can be produced in a large format
and then cut into desired size and shape (Ho, 2010, p. 1; Rodrigrues, 200H @uvédyer
good those advantages may be, they are still no matches to conventiondk p=apeht, easy
to use, regardless the age or technological knowledge, does not need any electrical power, so
therefore it can reach the remotest corners on our planet, it is with us for centuries and we can
learn from history notes, it is not influenceg Earths magnetic field, has no technological
barriers reading it and does not require hardware or software to read the contents, it is easy to
recycle, etc.
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4 EPAPER APPLICATIONS

Electronic papers capability of changing content in an instant whereshaedhe main
advantage when thinking of using it instead of conventional papers. Main market is therefore
advertising and consumer awareness. Display type applications,-egdezs and digital
signage, and other 4plane electrophoretic, e.g. digitaurfaces on which color could be
changed electronically, i.e. digital paint, could be used as electronic skins for consumer
devices. Instead of physically changing a devices outer layer with a different pattern, user
could electronically change his prefedr form, like an electronic tattoo. In this examples
scientists were inspired by nature, when observing chameleons and cuttlefishes (Kroeker,
2009, p. 15).Popular devices like Amazon Kindle and iRex iLiad (Fig.4) helped bring
electronic paper technologiés the mainstream, they are just the minority of what can the
technology do. One of the early and previously unseen implementation of electronic paper is
Sei kods Snkevatah (Fig®). The Shaped hand bend used as a strip of flexible
electronic @aper over the top to make the display not just on the surface, but also across the
entire band. The invention was presented to the market at 2005 and it did not become
commercially available until 2006. They made only 500 of them and did try one mor& time
2007. To keep the entire display safe, they wrapped it in 88 a sapphire crystal, which
made a product very expensive and therefore massive unpopular and unavailable (Mokey,
2009, p. 1).

Figure 6:nk@®achkods E

Lexar presented usefudss of electronic paper used as a strip-tikedots in a JumpDrive
Mercury (Fig.7). It acts as gas gauge for data capacity. Other companies had installed the
LEDs instead of electronic paper, but thenk strip does not require any power to indicate
how much free space is on the USB.
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Figure 7. Lexar JumpDrive Mercury.
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In October 2008 newspaper EsquiFeg(8) became the first magazine to feature aimle
cover that flashi€dnaumasBagien®d TRew®.l-cdllagazi n
batteies to run the cover display for 90 days and it was programmed to leave the massage in
the on position when the batteries died.

Figure 8. Esquire magazine.

The first mobile phone on which thelBk display was used is Motorola Motofone F3
(Fig.9). Samsung took in 2009 the concept another step further with the mobile phone Alias 2
(Fig.10. Samsung used electronic paper for the buttons, which allowed the same set of
squares to look like a QWERTY keyboard, number pad or even directional buttons,
dependhg on which function is active.
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Figure 9. Motorola Motofone F3. Figure 10. Samsung Alias 2.

Many devices that in the past have not traditionally had displays will in the future get them
by via electronic papers. It is quite possibly that eventledrdbacked electronic books will
be replaced by gigantic copies that rolls up like the newspaper does. Toppan Printing
Company already exhibited a wallzed electronic newspapéfig.11) in 2005, measuring 2,2
3 2,6m” and it was actually a combinatiai 272 small EInk tiles. Further applications of
electronic paper tis magnitude are subway, bus posters, billboards, etc.
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Figure 11. -Sizzdeeeronicsnewspaperl

Photonic ink, based on the nanotechnology platforms is founded on ealiveéuning of
opals that provides us with any visible and invisible ultraviolet and near the infrared
wavelength range color. Photonic ink technology considerable promises a development of a
new generation of full color displays, smart color adjustabicgs, battery statef-health
fuel gauges, banknote amunterfeit devices and product authentication systems (Ozin,
2011).

5 CONCLUSIONS

Overall impression regarding convectional paper and printed information on it is that it is
in decline and thaihformation stored on electronic media will reduce the quantities of paper
usage. However, paper is still more convenient and in relation with a high quality of digital
printing, extensive magnitude of electronic information is still printed out on a,papely
for easier viewing, wherever and whenever. And when did the conventional paper become
such a villain and at what point did the electronic space become the savior of the planet? The
majority of paper fibers used nowadays is harvested from susiaipkntations (i.e. Forest
Stewardship Council or FSC) and are produced in relation with a stringent forestry
stewardship standards. When considering the impact of a paper manufacturing has on wood
usage, a balance view would consider the sheer amowmbarf consumed for heating and
cooking in the third world countries and taking into consideration the growing problem of e
waste and the energy consumed in the manufacturing and supporting of the electronics
devices, the conventional paper does no seeatsanfriendly any more. If paper and other
acute (i.e. cars) application would be substituted and implemented only in an electronic way,
the increase of electric power consumption would grove to such quantities that
environmentalists have not or did nobnt to predict it. While we are nowadays familiar with
the electronic paper and its near ubiquitous usage in commercially avaiBbtk eeaders it
is still the flexibility created by the technology that creates possibilities that are far above and
beyord of basic use. Unlike flaying cars and personal teleporters, promised to us in early
1970s, paperless world is still just a vision of some scientists. For example, take a good look
at your office desk, and you will see how much has an electronic papeaffeatl your
working flow. Paper is after all still the most reliable storage media known today and it has
been since the"2 century BC or from AD 105, when Cai Lun was responsible for the
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significant improvement and standardization of paper making mobgsadding the essential
new ingredients to it.
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Regitve za statilna i n mobilna v
uporabljajo za okoljske meritve
Solutions for static and mobileDTU nodes used for environmental
measurementon remote areas
Bogtjan Gragil, Sago Vrbinc, Primog MIak

MEI'S storitve za okol je -1d2 93 oG8, Sagnia Vr h pri
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Povzetek

Testno okolje za testiranje DTN (Delagnd DisruptionTolerant Networking) tehnologij v

Sl oveni ji predstavlja enega i zvaleaa pnogehktap o me mtk
N4C (Networking for Communication Challenged Communities). Podjetje MEIS, kot eden
i zmed partnerjev v okviru projekta N4C, t e

ponudilo tudi FIRE federaciji. Okolje sestavlja strojna in programskiastruktura.

Gl avni cilj tega prispevka je podroben opi:
statil|l nih i n mobi |l nih DTN vozligl. Prispe\
izgradnjo razlilnih vrst voektmgillndosrdragi jp
podan dodaten opis regitev za wupravljanje p
Kl jul neodles@ldieiva omregja, DTN, vozligla, ol
meritve, tegko dostopnaergjeodr ol ja, wupravljan

Abstract

One of the important results of Networking for Communication Challenged Communities
(N4C) project is testbed in Slovenia for evaluating Delayd DisruptionTolerant
Networking (DTN). It is sustainable testbed beyond the end of theciphgjeN4C partner
MEIS and offered to FIRE federation. It consists of hardware and software infrastructure.
The main purpose of this paper is a detailed description of some very important hardware
solutions for static and mobile DTN nodes. Paper describelnical solutions used in
building different type of nodes. Particular emphasis is put on power consumption.
Additional description of power management solutions for each node is given.

Key words:delay and disruption tolerant networks, DTN, nodes,renmental,
meteorological and radiological measurements, remote areas, power management
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Introduction

Within the N4C project many specific hardware solutions had been developed and
integrated into DTN testbed. Hardware infrastructure consists of two maséctypes: static
and dynamic (mobile). The group of static nodes comprises meteorological, radiological,
webcam and gateway nodes and group of mobile nodes that consists of car nodes and
SymbioNodes Consortium N4C: Main Project Page, 2000onsortium N&€: Deliverables and
Mil estone reports, 2011, Vrbinc et. al, 2010

Hardware description of nodes
Embedded computer for meteorological, gateway and car nodes

For the outside use where extreme environmental conditions are possildedivarke that
meets the industrial standards had to be selected. For this purpose the Gateworks Cambria
router has been used for mobile nodes and nodes at the remote sites. The router is highly
durable in extreme temperatures and consumes low amount gy g@ateworks Cambria,
2011).

Figure 1: Picture of the Gatework Cambria in larger plastic housings (for easier maintenance
and upgrading)

The mai n featur es of t he Gat ewor ks Cambr
Processor, 128 Mb DRAM) are:

 Operating Terperatures:4 0AC t o +85AC, Outdoor Encl os
1 Power consumption (approx. 6W), input voltage range (8 to 48 VDC), PoE
1 Two v2.0 Host USB Ports (used for RS232 to USB device, WiFi stick)
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1 Operating system: Linukased firmware for embedded devices (OpenWrt or
other similar or based on OpenWrt like: BPRRT, X-Wrt, ...)

Embedded computer for radiological node

Radiological node is usually placed on location where mild environmental conditions are
present, and therefore more simple embedded computer based on dmeprsicessor has
been selected. The computer main features are:

1 Power consumption (approx. 10W), input voltage range 12V Two v2.0 Host USB
Ports (used for RS232 to USB device, WiFi stick)

1 Operating system: ArchLinux distribution (no graphical interfaceetiuce boaot
up time and power consumption).

Meteorological node

Meteorological node comprises: meteorological station with sensors, embedded computer
and power management system. Embedded computer used is described in first section of this
chapter and powemanagement system in the next chapter.

For the tests purposes the automatic meteorological station-BNISproduced by
MicroStepMIS (MicroStep MIS AMS111, 2011) has been selected. On the remote sites
several automatic meteorological nodes have been temhuAt each site a slightly different
set of sensors have been installed according to the site specifics. A complete list of used
sensors and detailed descriptions of the hardware setup on remote site is described in
milestone reports from summer and weinttests (Consortium N4C: Deliverables and
Milestone reports, 2011): M8.1, M8MEIS, M8.3MEIS, M8.4MEIS, M8.5MEIS and
M8.6-MEIS. Meteorological node consists of meteorological station with sensors, embedded
computer and power management system. Emigeddenputer used is described in first
section of this chapter and power management system in next chapter.

Meteorological node for extreme environmental conditions

An additional meteorological node, code named Pustice, has been put in operation for the
lag winter test 2011. It has been designed to test the behavior of a meteorological node in
extreme winter environmental conditions that can occur in typical complex Slovenian terrain.
In this kind of meteorological condition very low temperatures and loar smergy can
occur which have significant effect on the operation of the node. The node must be therefore
designed to operate at sustained low temperatures and with a low power supply due to low
solar energy input over a longer period of time. It is vagnmon that such conditions can
last for up to several weeks.

The Pustice node was mounted in a valley (see Figure 2) where such conditions were
expected. This was later also proven by measured data which is presented in milestone report
M8.6-MEIS(Consetium N4C: Deliverables and Milestone reports, 2011).

The node has been added to-gming continuous tests. It is equipped with one
meteorological station, power supply and radio station. The meteorological station measures
air temperature, relative humigj air pressure, global solar radiation and wind. Power supply
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consists of an advanced power management system, battery and solar panel. The radio station
is used to transmit measured data to the nearest embedded computer where measured data is
being trasferred to the central router over DTN.

Because the node is completely powered by solar energy we could not include an
embedded computer locally on the meteorological station. The power consumption of
currently available embedded computers is still tod liigp to 10 W) to be powered by solar
energy in such harsh conditions where solar energy is not available for several weeks and very
low temperatures are present which extensively drains the batteries. The computer was placed
in nearby office where normalower line is available. It is pointless to set up equipment that
is already theoretically not going to be operational.

.- 3 " S T ST ,"f .
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Figure 2: Picture of DTN node Pustice in harsh winter conditions
Radiological node
The radiological node has been constructed frafdhowing basic units:

1 gamma radiation smart probe BDKG 02,

1 embedded computer for data logging,

1 RS485 USB interface for the connection of smart probe with the personal
computer

{1 and power management system.

Embedded computer used is described in secoontioseof this chapter and power
management system in next chapter.
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Figure 3: Picture of the gamma radiation smart probe BDKG 02

For the purposes of the tests, the gamma radiation smart probe BDKG 02 produced by
Atomtex has been selected (Atomtex Gammedi&en Smart Probe BDK®2, 2011). Main
features are: performing environmental and area radiation monitoring of radiatisitive
rooms and targets, measuring ambient dose equivalent rate gamma radiation in energy range
60 keVT 3 MeV up to 10 Sv/h, R$B5 interface, dust and splaploof case.

Webcam node for wildlife picture collection

At two locations webcam nodes have been installed to capture wildlife pictures. Each node
consists of a USB webcam installed in a housing protected against water iagdess
embedded computer described in first sectior
facing a bird house and at Nogice the webcanm
the electricity network. Pictures of installations and captysedures are presented on
following figures.

Figure 4: Left: picture of the webcam installat
webcam

76



Intc[{ymTeh

Mednarodna konf=+==~~

Figure 5: Left: picture of the webcam installati

Gateway nodes for inside use

For the inside use simpler hardware can be selected for the gateway DTN nodes. An
investigation into the usage of simple home routers has been made to find a relatively simple
low power offthe-shelf solution. For this purposen @Asus WIL-500W multi-functional
wireless router has been selected as an example to demonstrate that the DTN software can be
used on simple home routers. The selection has been made on the basis of several
reqguirements on the r ouf BSB@.6 intprface, \WoFr imexface e s K
and the availability to install OpenWrt. The selected router proved to be working very well for
the AdHoc communications and it consumed relatively low energy.

For the operation additional USB pen drive has been iedtad USB 2.0 of the router
where additional DTN software has been installed. For the summer test the router has been
flashed with OpenWrt operating system. The procedure of OpenWrt usage and installation is
described in milestone report NAMIB.2-MEIS (Casortium N4C: N4C Project Wiki
Deliverables and Milestone reports). Additionally Qt has been-carspiled to properly run
DTN software.

Power management solutions

Power management for meteorological, gateway, webcam and car nodes

Advanced power managentefor the mobile nodes had to be developed to avoid losses of
data from the storage devices in case of main power failures. This kind of data losses had
appeared mostly during long term-gaing tests where all mobile nodes are turned off at least
twice aday. Most of the failures are also correlated to relatively very low temperatures (below
0 deg.C) that the devices were exposed to. Mobile nodes are built in cars that are parked
outside.

In the mobile nodes two different hardware platforms are usedfirffhelder one is based
on simple offthe-shelf router (i.e. Cambria platform) that usually has simple power supply
with 12V DC input. The second new one is based on Intel Atom platform that has more
advanced ATX power supply and is it the same as in camersonal computers.
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For the mobile devices based on embedded computers (routers) the power management
scheme that is presented on Figure 6 has been developed and used.

ROUTER
MOBILE NODE
| T2-48 serial port 11:39
input Ro232 PROGRANMMABLE
+|12v] - g TIMER
+12Y GND +12Y
[ +12V
5 12V
ignition CAR PLUG
e Pico [ e
5| Psu —
——{ e [ 5| MEATX
< GHND

Figure 6: Diagram of power supply wiring for mobile router nodes

Mobile node isusually plugged into standard 12V car plug. This power line is the
distributed to the programmable timer and PICO PSUAMX power supply unit (MiniBox
M3-ATX, 2011). Programmable timer can be programmed for every day of the week. Every
day four timers ca be set: two for turning the output on and two for turning the output off.
The output of the programmable timer is 12V when it is turned on and OV when it is turned
off. The PICO PSU M3ATX power supply has three inputs (ground, 12V and ignition) and
ATX output. When the ignition is turned on (12V) the power supply activates power on ATX
connector. When the ignition is turned off (0V) the power supply waits for 1 minute and then
turns off power on ATX connector.

For signalization of power loss a CTS (Gkesend) line on common serial port of
embedded device is used. One minute before the power will be cut off the operating system is
signalled through CTS line where the output from programmable timer is also connected to.

Power management for radiolagal nodes

For the outdoor devices based on Intel Atom platform the power management scheme that
is presented on Figure 7 has been developed and used.
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Intel Atom ITX board 11:39
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Figure 7: Diagram of power supply wiring for Intel Atom based nodes

Power supply of this kind of nodas usually based on solar panel or AC/DC adapter
where standard 220V power lines are available. This power is distributed to the PICO UPS
uninterruptible power supply unit (MiBox PICOUPS120-ATV, 2011).. This unit redirects
power according to currergonditions. If power from solar panel or AC/DC adapter is
available then the power is supplied to embedded computer and the 12V battery is being
charged if necessary. When the main input power fails the power is supplied to embedded
computer from the battg until it is not drained or power is restored. Power from UPS is
distributed also to the programmable timer that drives the ignition input of the PICO PSU
M3-ATX power supply has three inputs (ground, 12V and ignition) and ATX output. When
the ignition & turned on (12V) the power supply activates power on ATX connector. When
the ignition is turned off (0V) the power supply waits for 1 minute and then turns off power
on ATX connector.

For signalization of power loss a special signal from PICO PStAVI8 unit is used. One
minute before the power will be cut off the operating system is signalled through common
power on/off signal line of the motherboard.

Ardui no ( Ar dui n o-Contmliarfor pdaagced povOniadagement control
has been used asplacement of. It is an ope&urce electronics prototyping platform based
on flexible, easyo-use hardware and software. It was needed for new advanced controller
because previously used timer had limited number of ON/OFF time intervals and it oscilated
when the power supply dropped under 11.5V. It is developed for all kind of nodes (Intel
Embedded computers, embedded routers) and programmable and configurable over RS232 or
USB, no need for special driver, development platform independed (for Windowsnaxd
available). It has very low power consumption (approx. 10 mWw)

Conclusions

Specific hardware solutions used for creation of DTN testbed in Slovenia are described in
this paper where the main emphasis is on the advanced power management system. For th
environmental applications there is still no adequate-dower solution where embedded
computers should consume less than 1W of energy. Currently availablesbfelf solutions
are still consuming more than 10W of energy which is too much for exteemsnmental
conditions.
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Predstavitev avtorjev
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programske opreme in obdelavi merilnih podatkov iz avtomatskih okoljskih merilnih sistemov. Na omenjenih
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DTN testno okolje za zbiranje okoljskih podatkov ponujeno fire
federaciji

DTN ted bed for environmental data collection offered to fire federation
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Povzetek

Eden izmed postavljenih ciljevokviru N4C (Networking for Communication Challenged
Communities) EU raziskovalnega projekta je bila izgradnja testnega okolja za testiranje
odl ogl ji vi h o+andeDisiuptionDolerdnt eBverkiry)y ki bo ostalo trajno
tudi po zakNpcCl kespropektokol je v Sloveni]j.i
razvoja, da bo |l ahko ostalo trajno tudi p o
je pripravljeno integrirati zmognosti test
okviru FIRE (Future Internet Research & Experimentation) iniciative.

KI'jul neodles@ldieiiva omregja, DTN, vozligla, o
podrolja, zbiranje podatkov, trajno testirn
Abstract

One of the goals set out in the Networkiog Communication Challenged Communities
(N4C) project proposal was the creation of a test bed for Dedagl DisruptionTolerant
Networking (DTN) [1] that would be sustainable beyond the lifetime of the N4C
project.[2,3] The N4C test beds in Slovenia h@ached a point where it is likely to be
sustainable beyond the end of the project by N4C partner MEIS which is willing to
incorporate the test bed capabilities into a future federation of test beds under the FIRE
(Future Internet Research & Experimentat) initiation. In the N4C offer to the FIRE
federation, the Slovenian test bed is proposed as a sustainable test bed.

Key words:delay and disruption tolerant networks, DTN, environmental measurements,
remote areas, data collection, sustainable test bed

Introduction

The main purpose of this paper is a general presentation of the ©oi¥oftium N4C:
N4C nonscientific summary, 20)1test bed developed in Slovenia by MEIS d.o.0. within
N4C project Consortium N4C: Main Project Page, 2011, Vrbinc et2110. The test bed itself
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and, in addition, the technology and MEIS team skills to run it in the long term is the offer to
the FIRE Federation of internet test beds.

The FIRE (European Commission. Future Internet Research & Experimentation, 2011)
initiative uniting many types of test beds for future internet solutions. Most of them are for
Legacy Internet as we expected in urban areas with broadband infrastructure. Within the N4C
project we were developing solutions for remote areas with some or nonegexist
infrastructure. The test bed presented in this article is aimed for testing solutions for such
remote regions. Therefore it differs significantly from other FIRE test beds.

A sustainable test bed in Slovenia

Within the N4C project MEIS is running germanent DTN test bed (Uden, M. and
Wamala, C., 2011 Gr agi | et al ., 2010) The hardware |
will enable further use of the test bed after the end of project (with the proviso that the
currently deployed HW is mostly in exposed positions and has been used in a harsh
environmei, but if necessary for further use of the test bed, missing and damaged items can
be easily replaced with new dffie shelf ones).

This document describes the present state of the test bed and possible variations that can be
easily configured with the knol edge and experience that we 0
project. The test bed can be configured with various different types of nodes in varying
guanti ty. This document describes a number
suitable for running sirt testing campaigns (of perhaps a few days or a few weeks), but it is
even more suitable for setting up essentially permanent opefasibowing long term testing
of prototypes of new hardware and softwater(sortium N4C: N4C Project WikDeliverables
and Milestone reports, 20)L1

The main core of the test bed legacy of N4C is not so much the presently existing nodes
and network, but it is more thdEIS team (3 PhDs, 1 BSc and 1 technician) that is skilled in
designing and setting up whichever of #@nfigurations shown in the following chapters.
They can assist with running the tests in the configured test bed, documenting the
procedure(s), bugs, errors and results (all according to ISO9001 quality standard), evaluating
the results, and offering ade and guidelines for further development of the experiments.

In the present state of the test bed its components are not conveniently remotely accessible
to enable o#line usage by third party users, but such an extension is potentially possible in
the fuure at least for a suket of the test bed (keep in mind that we are offering DTN so
many nodes are not accessible over the network with short time delays).

In this document we present the possibilities in a schematic way. It is not the intention of
thisdocument to give full details of the test bed; the reader is encouraged to read the extensive
N4C deliverables and milestone repor@rfsortium N4C: Deliverables and Milestone reports
Download, 201} that present much more complete details of the expetgnbat have been
carried out during N4C and the equipment deployments used for them.
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Duality of Slovenian testbed

Meteorological and other environmental applications were selected to demonstrate the
Slovenian part of the DTN test bed capabilities in N4 project. There were two reasons
for selecting these applications as the basis of the Slovene DTN test bed:

1 to enable climatologic and other environmental data collection from remote areas,
and
1 to have a test bed suitable for continuous testing of DidNa@plications.

The first reason is directly related to the nature of the N4C project where we want to
develop the infrastructure, tools and applications to enable communications in remote,
communications challenged areas. Such areas have several taedstoecommunications.

Firstly there are personal needs for emails, web access through a caching proxy system and
similar applications. But then there are also the needs of the community and possibly the
government entities responsible for the area:iti@ications of not addressing these needs
may not be so obvious at first glance, but if the sort of services that are provided via the
conventional Internet in less challenged areas are not made available, the absence tends to
lead to the development oh ainderprivileged class of regions: the forgotten areasOne

such need is the requirement for central collection of observations of climatologic data
(including but not limited to basic meteorological observations). Making this data accessible
for both Iacal and global use has a number of advantages. These range from daily weather
prognosis, assisting every day planning for outside work, to driving global models for climate
change. Also the technically similar4ine measurements of gamma dose rate (eaiiaty)

that are needed for local early warning systems that will signal the imminent arrival of
pollution (such as emanated from the Chernobyl nuclear reactor accident). This kind of
measurement is normally available for the less remote areas of d=Vestigpes, but such-in

situ measurements are also needed for the whole area, including the communications
challenged parts, to allow the research community to evaluate the past and present
characteristics of natural and marade pollution.

Therefore the in of the Slovenian test bed was to develop a complete network (although
on a small scale of up to 10 nodes) to provide collection and distribution of meteorological
and radiological measurements, based on DTN communication infrastructure adapted to
harshenvironment that is often encountered in communication challenged areas. This goal
was successfully achieved. The second reason is purely technical, driven from the expectation
of how a test bed and experiments should be undertaken. To provide extesisngdf the
HW and SW solutions of DTN infrastructure (Davies, E, and Doria, A, 2011) we have to have
a source of data that can be generated automatically, in appropriate quantity can be generated
periodically and with the desired frequency in ordeesi in multiple ways whether the DTN
infrastructure is working or not. In addition it would be desirable for the information or data
transferred through the system to be of such a nature (for example including time stamps and
the structure of the informan content) that inherently provides more or less automatic
quality and quantity control over the delivered information.

It seems that meteorological and radiological data transfer has all these desirable features.
Both are generated automatically (by &teorological or radiological collection edrN
node). The resulting data is packed into a small or medium sized plain text file, but the
content of files has a physical meaning, so that at the delivery point, awaultlata sanity
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and quality check igpossible. Also all the data are unique (the underlying processes are
conveniently random), since a time stamp is embedded into each file in several ways which
enables unique tracking of the related bundles of the DTN transfer. Thus the nature of the
colleded data enables us to carry out really long term testing of the DTN, although in a
relatively small suite of nodes. The ongoing operation, (including incorporating upgrades),
that took place over more than two years has helped to show up many bugsuaes! taat

would be unlikely to be discovered in short term operations. Furthermore, this long term
operation has several significant aspects. Operation of the HW itself in relatively harsh
conditions (down te18 deg C, in winter and in hot sunny sumroenditions, with some of

the nodes running on scavenged solar power only), with generally limited power supply
available, means that the HW was tested for its durability. The operating systems that were
used, as well as the DTN infrastructure softwarethrdDTN applications running on top of
these were tested for bugs that occurred both in short and long term operation. The
traceability of the routes of bundles and the unique contents of bundles disclosed some hidden
bugs, including routing protocols faies and the like.

e un

Figure 1: Meteorological station in Jesenice

Last but not least we will soon implement a meteorological DTN station in the Slovenian
underground cave of Postojna (this work will be done in the framework of another project for
the apfication of meteorological and speleological capabilitiedicanced by the Slovenian
state research agency ARRS).

In addition to this environmental data driven network we also added some low cost web
cameras for automatic observation of wild birds. ¢mtcast to the meteorological and
radiological applications, the web cameras produced frequent and relatively large files
(panorama images of nature and birds). With this component we tested the ability of the DTN
network to transfer this greater volumedzfta. This helped us to determine and solve some
problems related to the larger quantity of data both in terms of storage and transfer
capabilities. This goal was also successfully achieved.
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These two complementary approaches helped us to examine aoliédéian of problems
related to the use of DTN in real life. The experiments were designed in such a way as to help
to technically develop, test, and verify several aspects of possible usage of the DTN
infrastructure.

In principal for the further use of TN the meteorological, radiological or bird
photography applications can be replaced with any sort of application that delivers
automatically produced technical data or another type of information source that makes it
necessary to transfer data betweerationis in these remote and communication challenged
areas.

Present state and future possibilities

In the following chapters we explain in a detailed schematic way what the existing
modules of the Slovenian test bed are.

For the possible future use of thest bed there are no hard limitations on the number of
nodes in the network. Additional nodes (mobile or fixed) can be easily added if needed for
different or more complex topologies. Similarly different DTN implementations can be used.

The existing typs of nodes (which include both SW and HW solutions) represents a
variety of nodes that can and already have been successfully used in the long term N4C
running of this test bed. They should not be seen as limiting the sorts of solution that could be
depbyed.

The existing nodes are designed for harsh environment and low power consumption.

If in the future more mobile and fixed nodes are required, it is entirely possible to use
simple laptop computers (or netbook computers) as additional nodes provitdéduethaan
actively be operated in an office type environment since the existing SW runs on most of the
common platforms (including Linux and Windows). It would, of course, be possible to use
these as mobile units provided that they were adequately atéand generally inactive)
while outside the office environments.

In addition meteorological stations can be replaced with a soffves®ed metestation
simulator, if all that is required is a source of files for the purpose of testing the bundle flow i
the DTN test bed.

With these two simple tricks it is possible to easily (and cheaply) extend the test bed if a
more complex topology is desired. Moreover, to test the DTN parameterization for more or
less frequent data flow (bundles occurring every neirart once per week, travel time from
node to node in terms of minutes or in terms of days or weeks) can be easily adjusted by
designing a variety of scenarios of actual encounters of nodes. (For instance a car mobile node
mule can deliver data only oncerpeeek or can take bundles from a station on Monday and
deliver them on Wednesday.).

On the other hand meteorological nodes can remain and the existing DTN implementation
could replaced with any other solution (currently only DTN2 and DIMP (DTN
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implementabn of Prophet routing) are used). Running the test bed would then provide a
realistic test of operation of any other DTN stack solution.

The examples of reconfiguration of the test bed suggested here are only some of the
possible future evolutions of tH&lovenian DTN test bed. Research users (outside the N4C
project) are encouraged to contact the MEIS team for possible use and applications of the test
bed (Dr.Marija ZlataB o ¢ menija,.zlata.boznar@mess).
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List of platforms used

Hardware platforms and
operating systems

H-GaRaMo

Meteorological nodes
(Veliki Lo€nik, NoZice, Pustice, Jesenice)

HW: Gateworks Cambria
embedded router

0S: Openlrt (embedded Linux)

SymbioNodes

HW: USB storage device
(flash memory, hard disc)

OS: Windows, Linux (ArchLinux,
Suse, Ubuntu, OpenlW, ...)

Data mule HW platforms

SymbioNode DISK
SymbioNode USE key
Car mule
Train mile
Laptop
Netbook

Figure 7: lllustration of used platforms

Possible use cases

USE CASE 1
STATIC OR EPIDEMIC
-
SN = source node N = node -
DN = destination node M = mule bundles route

Figure 2: Use case 1 Static or epidemic

Int({hmTeh”"
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USE CASE 2 SN = source node N = node
STAR TOPOLOGY DN = destination node M = mule
(STATIC)

0

Figure 3: Use case 2 Star topology (static)

USECASE 3 SN = source node N = node
STAR TOPOLOGY DN = destination node M = mule
(EPIDEMIC OR

PROBAEILISTIC)

A

Figure 4: Use case 3 Star topology (epidemic or probabilistic)

USE CASE 4 SN = source node N = node
COMPLEX TOPOLOGY DN = destination node M = mule
(STATIC)

bundles route

Figure 5: Use case 4Complex topology (static)
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USE CASE 5 SN = source node N = node
COMPLEX TOPOLOGY DN = destination node M= mule
(EPIDEMIC OR

PROBABILISTIC) ¢

bundles route

Figure 6: Use case 5Complex topology (epidemic or probabilistic)

Conclusions

Sustainable testbed in Slovenia presents one of the most important results of N4C project.
It is ready to be integrated into d¢gr federation of testbeds program under FIRE banner. It is a
permanent DTN testbed with hardware (environmental, webcam, mule and gateway nodes)
and software (DTN2 and DIMP) infrastructure. Beside the infrastructure the main core of the
testbed representse MEIS research team with great experiences and many skills. The team
can redesign and setup any kind of testbed configuration with different number of nodes and
capabilities in relatively short time and low costs.
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Kombinir ane grognje informacijski v
naprav in povezovanju v oblak

I nformation security threats in the use of mobile devices and integration
into cloud

Bl ag Markelj, I gor Bernik
Univerza v Mariboru, Fakulteta za varnostne vede
blaz.markgl@fvv.uni-mb.si, igor.bernik@fvv.unimb.si

Povzetek

Hi ter razvoj informacijske tehnologije nam o0mo(
Smernice razvoja mobilnih naprav se nagibajo k zagotavljanju preproste in hitre uporabe, kar

razvijalciur esni | uj ejo z i zpopolnjevanjem programske
Uporabni kom mobil nih naprayv obl ak omogol a hit
bi stveno cenejge virtualno okolje, atke keanjeerem |
razvoja Vv preteklosti temel jil predvsem na po\
informacijske varnosti, so mobilne naprave zda
l ahko delujejo na gtevilath degm&mtdil h, vedpdogt
Najvel kr at del ujejo v kombinacijah, zato jih
najulinkovitejga zaglita pred kombinirani mi gr

naprav, delovanja programske opremeoblaka ter oblikovanje standardov informacijske varnosti
za uporabo mobilnih naprav.

Kl'jul nembleislede :naprave, oblak, informacijska va

Abstract

The rapid development of information technology ensures that users havantarsl reliable

access to information. The trend is to make efficient mobile devices which are easy to use.
Technology developers achieve this by enhancing software and by providing new services, namely
cloud computing. Clouds provide users of mobildadsvwith swift access to corporate data, and a

less expensive virtual environment in which to store and process data. In the past, development was
based primarily on achieving greater applicability, and far less on information security, therefore
mobile aevices are currently exposed to an array of threats. These threats manifest themselves in
various segments, from Internet connections to malicious software. Threats often act in
combinations, so they are named blended threats. The best protection ag¢midstdbthreats is

using mobile devices in accord with basic security guidelines, and knowing how software and
clouds function. It is also crucial to define security standards for information systems in regard to
mobile devices.

Keywords:mobile devices, oud, information security, blended threats
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Uvod

|l deja obl aka ni nova, |je pa zdaj i zvedl jiv
aktualne informacijske tehnologije. Storitve v oblaku lahko definiramo kot souporabo
ral unal ni gki h emes ker sipprabnilp zaeugravlijarne meé potrebuje veliko

ralunal nigkega znanja o0z. uporabni ku prepr o:
skrb j e uporaba (Gl aval, 2009) . Nal ogbe %
zakupu/ nakupmaombaakgenkhodoel noal ogbe v klasilno
velinoma deluje avtomatil| no, zato |l ahko pod
informati kov. To ©precej vpliva tudi na vel
Podjetie TechNhai o j e objavilo porolilo o trenutni
obl aka; navedl. SO mognost 42 odstotne rast
Limited, 2011) . Hi ter razvoj i nformacijske
povezave nam omogol aj o, da |l ahko s mobil nim
novice dneva, opravimo poslovanje z banko,

nam ge druge storitve.

Vpraganje je, ali e resni podatkovmobtpkulinkakw v s a k
je z varnostjo in zasebnostjo teh? Pri st a

organi zacije so0o nam Vv \ edpriak ki sepoverajéjo vispldd s | n e
pomoljo brezgilnih, mo hupnik m iKrspera 2000) bh uea o bt hné

predvsem javna omregj a, K i nam omogol aj o do
organi zacij e z namenom pregleda al i prenos
aplikacijami.

Vel i ka kol il i navolp g dsakerk wenutku, keishranjena n @ntralnem

i nformacijskem sistemu organizacije in/lal.@i
naprav in pripadajole programske opreme enc
(el ektronske pogtkeynih bazoigdy), g net zaradj hitrpst gaslovninh
procesov, konkurence in sprejemanja pomembn
dostop do informacij. Pomembno je tudi poskrbeti za informacijsko varnost, saj so od tega
odvi sni r a zinegriteta pddatkiowter satiparijerv informacije, poslovne procese in
odlolitve, ki jih sprejema in predstavlja or
Obl ak p a predstavl ja tudi i nformacijsko
dokumentov, podatkovne baze in dodatna nadomeskiagija so le nekatere storitve, ki jih
nudijo kot storitve v obl aku. Zar adi vel e
glede na ¢gelje organizaci|j, so storitve obl &

oblak. Podjetja lahkos svojimi informatiki in varnostnimi metodami (gesla, enkripcija
podatkov, redundanca ipd.) skrbijo za lasten, zasebni oblak. Ta se navadno nahaja znotraj
centralnega informacijskega sistema organizacije, medtem ko za javni oblak ne poznamo
nat an| mékadijainialhmj a se pal nekje na spletu. J
prenese vse svoje potrebe po informacijski tehnologiji na splet. Hibridni oblak je kombinacija
zasebnega in javnega oblaka. Pomembni podatki so shranjeni v zasebnem oblaku znotraj

centralnega informacijskega sistema organi za
j avnega oblaka (GIlaval, 20009) . Od vrste obl
odvisna tudi varnost nagih podatkov.
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Mobilne naprave, programska oprema in oltak

Hitremu razvoju velikih sistemov, predvsem prenosu podatkov v oblak, sledi tudi razvoj
mobilnih naprav in programske opreme zanje (Weber in Darbellay, 2010). V zadnjem

obdobju izstopa veliko povelanje gtevil a u
ralunal ni kov (Chicone, 20009; Ri edy, Beros
funkcionalne in imajo napredno programsko o
obl ak, so zalele nadomegl ati osebne ralunal
pomo| j o mobilne naprave v vsakem trenutku dos
pomembni posl ovni podat ki it d. Sistem je z
pomoljo mobilne naprave povezuj efniajewtemnf or ma
da je tveganje velje, ko dostopamo v hibridn
telefonih | ahko pri dostopu do podatkov v ol

samo prikazuje podatke, medtem ko za analizo poizviedt grogramska oprema v oblaku.
Primer je uporaba aplikacij, ki delujejo na osnovi podatkovnih baz, pri kateri se vse poizvedbe
po informacijah generirajo v oblaku nekega
prenesej o i n prnapkaa.gSergkavnjaki agotaviajo,i da mapreduje razvoj
programske opreme s svetlobno hitrostjo, pozablja pa se na standardiziranje in certificiranje

programske opr eme. Ta pomanj kljivost se kage
ki naj bi navsezanje sami skrbeli za informacijsko varnost. Programska oprema na mobilnih

napravah zato | ahko deluje nenadzorovano. O
obl ak, ker s tem zmanjgajo strogke infor mac
pridobio prostor, storitve, programsko opremo, redundanco lastnih podatkov in dostopnost v

vsakem trenut ku, in to za nigjo ceno kot s
pa se pojavlja vpraganje infor masaisjssofnrd@ var n
analitil ni mi porol il opozarja na-vamostn@ nost i

pomanijkljivosti storitev oblaka. Kot eno izmed sedmih pomanjkljivosti navajajo pravico
dostopanja do informacij znotraj oblaka. V trenutku, ko orgarjgz@acenese podatke v oblak,

ne ve ali ima edino sama pravico vpogleda in spreminjanja lastnih podatkov. Ponudniki
storitev oblaka zagotavljajo varnost po principu zasebnosti in zaupnosti. Kdo vse lahko

dostopa do informacij, ki jih damo v oblak, in kieax@ko ® na gi podat ki 02z.
nagi mi podat ki, pa ni natan|lno dol ol eno. MC
osebe, tekmeci , obveglevalne slugbe itd. Or
kakovosti in hitrosti internetne povezave; hitern zanesl|l jiv dostop | e
uporabo javnega al/. hi bridnega obl aka. Ob

redundance in ali je zares zagotovljeno neprekinjeno delovanje oblaka, saj slednje vpliva na
dostopnost podatkov v njem. Kako je vapr nem smi sl u wurejen vidiKk

obl aku? Poskrbetdi je potrebno za redundanco
ko podjetje spremeni l astni ka, podatkom ni |
omregje z mo b i posteje ne agmo,akaj se wnrgej @ogaja. Dober primer

predstavlja programska oprema, K i je brezpl
izvajanje plalilnih transakciij, mobil no pl al
omenjene programske oprengelghko, poleg kode za osnovno izvedbo programa, tudi koda,

ki nam utegne povzroliti veli ko gkodo (odtu
i pd. ). Mobil na naprave je | ahko tudi tar| a
mobilno napravo sgmo | j o programski h oprem mal war e, S
bluetooth in sodelovanjem v socialnih omreg

i
Lookout (2011) kagej o, da se je v zadnjih ¢
zaradi likacij programov malware, predvsem v primerjavi s programi spyware (za 14 %).
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Obstaja verjetnost, da se pri prenosu programske opreme na mobilno napravo kar 1 do 4

odstotke teh fAokugi 0. Porolil o, K i gad j e iz
poletja 2010 gtevilo mobilnih naprav s plat
povel|l alo za 400 odstotkov. V porolilu zasl ec
ne uporablja ustrezne zaglite nanskeoppeméza mobi
mobil ne naprave si dovolijo vgraditdi Nnzadnj
upravl ja z nastavitvami vse programske opr
podatke o tem, kje se 1 met nijeknlahkogelogpreveamea h aj a
nadzor nad mobilno napravo (Lookout, 2DIElores (2011) ugotavlja, da raziskave, ki so bile

narejene v zadnjem obdobju v razlilnih pred
spremljanjem in analiziranjem podatkov, K i
uporabnikov, sklepajo na nsati kat er o njihovo dej anj e (bol e
potrogni gke navade itn.). Naveden je primer
mobi l ni napravi, ki bel egi uporabni kovo gib
prenaga v Tvaelgjein spirsotgem.m bel egi tudi nal in i |
nakazuje uporabnikove navade. Kulil (2011)
podatkovi gr e za pri mer e, ko uporabni k preneha uj
spletnibr skal ni k al i mobil no napravo. Ljudje pri
podat ke i n da jih ne bo ni h| e nepoobl agl el
nepreverjene, nestandardizirane programske opreme lahko nevede odpremo vrata svojega
posl ovnega informacijskega sistema al. obl ak

podatke, to pa ogrozi integriteto in delovanje celotne organizacije (Saksida, 2008).
Informacijska varnosti pri dostopu do podatkov v oblak

Naj gi bkej gi skévamasti vipodfetpu mlnoeganizgciji sta uporabnik in njegova

stopnja poznavanja tehnologi]j, K i jih upor at
njihove programske opreme lahko uporabnik ogrozi delovanje celotne organizacije.
Ugotavlamo, dag pomembno poskrbet.i Zza UuUstrezne st a
sredstev v organizaciji in pravila njihove uporabe. Obenem je potrebno v organizaciji
poskrbet.i za ustrezno izobragevanje uporabn
g r o g n jnjihdvih posledicah (European Network and Information Security Agéncy

ENI SA, 2010) . Zaposl ene je zato potrebno s
mobil nih naprav in njihovi odgovornosti v pr
incidert in gkodo organizaciiji. Cilj organi zaci
sredstev. Le organizacija uspe s pomoljo i z
zagotoviti, da uporabniki bolj vestno ravnajo z opremo in so pazljivi pri vstopanju
informacijsko okolje organizaciij e, se zel o
da je potrebno postaviti i zhodigla za stand
boljgo informacijsko varnost (Bernik in Pris
Kombinirane gr ognj e, podat ki v oblaku in zaglit:
Organi zacije zmanjgujejo tveganje z I mpl er
potencialne nevarnosti na ravni spletnega prometa (Whitman in Matorord, 2008), ter s
posebni mi napr avami , vHorov\ssisterb (S¢gadonezirmMelh 2O87R).r e | e\
Nekatera podjetja, ki skrbijo za razvoj var

varnostno programsko opremo za mobilne naprave (Schechtman, 2011) in programske
pogarne zidove, K i fekoeng rhobilhin papravah ke pal centrainem pr or
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domenskem sistemu (Endait, 2011) . Tovrstna
centralno uveljavljanje varnostnih pravil za mobilne naprave (Mottishaw, 2010). Obstajajo
programske r egi tlahko, v pamem odtuptie mobilnk maprave, upgorabnik

sam na daljavo | ocira, zaklene ali zbrige vs
(Phifer, 2009). V sklopu pridobitve certifikata ISO 27001 so nekatere organizacije uveljavile
interne pravihike za zagotavljanje informacijske varnosti (npr. Calder, 2006; Bernik in
Prislan, 2011), kar je posebej pomembno pri rabi mobilnih naprav. Prilagoditev pravilnikov,

kot pomembnega dela zaglite informacijskega
naprav, j e nuj na. To je nujno zaradi vse ve
opr eme, ki jJo uporabniki samodej no namegl| aj c
navodila za uporabo standardizirane, predhodno varnostno testirane prograneske, an

kaj dol et uporabni ka, ki prekragi pravil a. S
in strojno opremo ter definirajo tudi protokole za varno mobilno povezovanje v centralna
informacijska omregja in oZgamrnadaci nelgia ishf
uporaba oblaka v poslovnem sistemu dodatno informacijsko tveganje in izpostavljanje
grognj am, K i |l ahko delujejo posamilno ali.i ¢
neposredne grognje | ahko namamatee medteni kozso| n o

posredne grognje mnogo bdlijn se&fi £t ipaierdamg iimm
zavarovati. Ko se uporabnik, na primer, povezuje v centralno informacijsko okolje
organizacije s pomoljo mobislengrodgmny &v @ oijmavVvj 3
segmentih (mobilne naprave, internetna povezava od mobilne naprave do informacijskega

sistema organizacije z vsemi vmesni mi dost
omregja in javno dost o kirdeujetnenadkoeoyanopipd.p Kar sems k a
grognje |l ahko ponavljajo na razlilnih segme
simultano oz. v kombinaciji, jih imenujemo k
veliko nevarnost organizacijamin@osne zni kom ( Mar kel j i n Berni k,
Zveza ham povVve, da gre za skupek razlilnih
sistema. Ko se povegejo razlilni el ementi ,
varnostno opirreimopr ikmervovv enli kos kombinirani
i nformacij ski S i st e ni,prvakravengeoldahkokpapolmoma preprésta r a v n
programska opr ema, K i S i j o uporabni k namesH
zazna kot nevarnostt ahko pride do odtujitve podatkov o
varnostne regitve, K i j ih uporabl jajo or ga
informacijskega sistema in njegovih delov |
naprave.

Zak | j ul ek

V. prihodnost.i se morajo tako wuporabni ki k o
dostopanja do podatkov v organizacijskih ir
pretelih nevarnosti. Z zagotavl jesnijiermaugter ev:

informacijsko varnost dejansko mogno dosel.
mobilne naprave in storitve oblaka, ki so del informacijskega sistema podjetja ali

organi zacije, je lahko velikdao kwnkanmnlewn] eral mpe
znanstvenem, kot gospodarskem okol ju. Z zmal
sistem, odtujitev in zlorabo informacij se krepi zaupanje v procese in informacije, s katerimi

se operira v dol ol en e navitovarenl dostop dozndotmacijskega n uj n
sistema organizacije. Razvoj razlilnih mogn:«
smer i pregleda spletnega promet a, gi friranje
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do zasebnih informacijskih sistenv . Naj gi bkej gi Il I en i nf or ma
mobil nih napr av ge vedno ostajajo upor abni
i nformacijske varnosti, K i natanl| no dol ol a
programsko opremo, ki jo je dovalie imeti na mobilnih napravah; in protokole varnega

povezovanja Vv centralni i nformaci | ski siste
grogenj in zagotovi vVvigja stopnja zaglite po

naprava javno omrg j - eblak.
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Centralizacija vsebin na primeru informacijske podpore
procesom priprave zakonodaje

Centralization of the content on the example of information support to the
law adaption process

Robert Kristanc
SRCdo.o. Trgagka 116 1000 Ljubljana
robert.kristanc@src.si

Povzetek

Prispevek opisuje glavne funkcije in integracijsko vrednost centralnega repozitorija
dokumentov in opisnih podatkov v informacijskem sistemu za podporo procesom priprave
zakonodaje (IPP). éntralni modul IPP je vir vsebin za portatdemokracija, obenem pa

tudi vir povratnih informacij, povezanih s predlogi predpisov. Uvedba tega elementa v
sistem | PP je omogolila enostavne i ntegr at
omregji min Mepietgma produkcijska raba tega
prakse za sorodne nacionalne projekte v prihodnosti.

Kl j ul ne Céntamierdodul, Edemokracija, integracija, spletni servis, priprava
predpisov, IPP

Abstract

The article describes ¢hmain features and the integration value of the central repository
for documents and metadata in information system to support the law adoption process
(IPP). The central module of IPP is the source feddfmocracy portal content as well as

for the public feedback. The introduction of this element in the system enables easy
integration of different platforms, networks and solutions. Successful production usage of
this module is an example of good practice for similar national projects in the future.

Key wads: central module, Elemocracy, integration, web service, law adoption process,
IPP
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Vlaganje vsebin v centralni repozitorij

V okviru informacijske podpore procesom priprave zakonodaje (IPP) je bilo potrebno
upogtevat.i obstoj elav estvasngbei npr io brecasim cpiah opnm:
sodel ovanje zainteresirane in splogne javno
opi gemo z naslednjim popisom programskih orc
predpisov v organih javne uprv

vzpostavl j eno -kenk(WAN) pa caelomo javgqg uprave]
vzpostavljena | okalna omregja na organih
uporaba | BM Domino stregnikov na vseh
funkcijam sporolilnega si&iema in v vlog
1 uporaba okolja IBM Lotus Notes in MS Office na strani delovnih postaj;

f molna centralna Oracle infrastruktura.

= =4 =

Nal oga projekta | PP je bila zagotovitev ust
in | im bol]j avtomati zi rando jeofrates, vakatereggp see d | o ¢
vkl juluje samo znotraj organov javne uprave
uporabni kov) . Pri tako velikem gtevilu upora
opr eme, K i j € ge kna gveolpg mz nian 0j, 0 obpmnreanb npia s
poskugat. zagotovi ti funkcijske i n organi z
programska orodja in funkcionalne zahteve projekta je bilo jasno, da bo morala programska

oprema | PP zagbodovi tuiporefntkem i zal ednem d
pripravo besedi|l zakonodajnih aktov v obst o]
Not es, uporabni kom v vl ogi splogne in zainte
preko svetovnega sytlea . Seveda je bilo potrebno hkrat.i

in | im bolj avtomati zirano sodelovanje med wu
b i nicialno na vol

I nfrastruktur a, Ki ] il a
ahko povrgno opi gemo

e
in komuni kaciij, ki jih |

T uporabni ki vsebino dokument ov kreirajo
Microsoft Office;

1 za evidenco dokumentov in podporo procesom verzioniranja in zbiranja mnenj se
upor abni kom prdokumentidsistemoSPIS t4 @notaj okolja IBM
Lotus Notes;

1 vzpostavi se centralni PDF konverter, ki skrbi za to, da si uporabniki izmenjujejo
vsebine, ki so v enotnem formatu, katerega odlika je tudi to, da je zelo primeren za

objavo in indeksiranje na svetmem spl et u, kjer vsebine
javnost;

1 med dokumentnim sistemom in med centarlnim PDF konverterjem se vzpostavi
integracija, ki uporabni ku omogol a samod

1 za namene centralne hrambe vseh verzij vsebin predpisovhnsteseisov ter kot
centralni repozitorij (IPP CM), se uporabi centralne Oracle baze;

T 1BM Domino stregniki in centralne Oracl
spletnih servisov na Oracle stregniku.
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MS Windows =~ IBM
Domino = AdLib PDF
~
= converter

/| Oracle

/ H-kom

cetralni repozitorij IPP CM

Prednosti opi sane topologije in tehnologi]j ¢
ki sistemu | PP dajeta najveljo mogno fleksib
T PDF f or mat j e neodvi sen od operdacijski
uporabnik 2 vpogled potrebuje | e ustrezen br
PDF Reader). Format je primeren za izvajanje elektronskega podpisovanja in za
trajno hrambo v elektronski obliki.

T Spletni servisi ob centralnem rdagvwzi tor i
in standardno komunikacijo, kar centralnemu repozitoriju daje maksimalno
fleksibilnost, saj lahko komunicira s poljubnim izvornim sistemom, ne le z
regitvami v okviru dokumentnih sistemov

Centralni modul in E-demokracija

Centralni modul IPP je v nadaljevanju zelo uporaben tudi za komuniciranje z javnostmi v zvezi z
vsebino predlogov predpisov. Uporabniki v zalednih sistemih lahko preprosto vklopijo ali izklopijo
stikal o, ki dol ol en dokume wna ali &op mepricherénjza pbgavo.k o t p
Vsekakor je v izogib napalnemu razumevanju trebt
dokument ne bo javno objavljen, ne gre za varov
priprave predpisov nastaja ogmna kol i |l i na dokument ov, ki za | a
pozitivna mnenja drugih resorjev, mnenj a, ki se

in podobno).
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Slika 5: uporaba centralnega modula za Edemokracijo in interne potrebe znotraj WAN-a

Dokument i, za katere se uporabnik v zalednem s
objava s poslovnimi pravili zaledne aplikacije celo zapovedana), se samodejno objavijo na portalu E
demokracija. Portal s eveda javno dostopen, kar pomeni , d a
Zainteresirane javnost.i in drugi z dostopom do s
bo predlagan v proceduro. V okvirudemokracije lahko seveda aktivho sodelujeimaddajamo
lastne komentarje, mnenja in predloge.

Centralni modul je zelo koristen tudi za razne interne aplikacije, ki potrebujejo podatke o tem, v
kakgnem stanju priprave je nek predpis ali gel ij

od pwve produkcijske implementacije sistema IPP naprej se na primer na centralni modul IPP povezuje
precej starejga aplikacija RPS (Register predpi

relevantne informacije o vsakem predpisu, ki je v faginae. S centralnim repozitorijem vseh verzij

C

<

predlogov predpisov sntoakdosreag | podiredlijkw @ arbtoil gigma
na podrolju hitrejgega in enostavnejgega dost op:

javneup ave (treba se je zavedati, da praktilno
Z vidika sodelovanja javnosti skozi portatdemokracija lahko brez pretiravanja trdimo, da je
centralni repozitorij s spletno prezentacijo vsebin prineselngsgdnje prednosti:

pri

T predpisi v fazi priprave so javno dostopni
(postopek priprave predpisov je v fazah, k o
edojemljivg za sugestiijie, nprzadledge,nomdrij. enj

1 objava predpisov na spletu je za drgavo, ki
participacijo, ekonomilen in hiter nalin se

pred zakonodajnim postopkom Drgavnega zbor a

1 informecijska podpora procesom priprave predpisov prav preko portalant®kracija
omogola transparentno époslovanje¢ drga
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Potencial centralnega modula IPP

Centralni modul IPP ima velik potencial tudi za eventualne dodatne funkcije, ki lahko
opravljal brez veljih in zahtevnih dodelav in bi
ter administrativne procese znotraj organizacij, ki so v postopke vpletene.
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Slika 6: potencialne dodatne funkcije centalnega modula IPP

Centralni mo d u | i ma poleg jasnega potencial a
eksternih javnosti, zaradi svoje pozicije v procesu ha voljo vse potrebne podatke in servise, da bi

lahko:

9 podpiral procese priprave predpisov vviold lokalne samouprave, kjer nastaja velika

kolilina predpisov, a njihova hramba in jav
I PP (kajti obline uporabljajo veliko paleto
pomagajo pri procesu pripraveredpisov- j as no pa | e, da bi Vsa

programski paket preko spletnih servisov lahko enostavno komuniciral s centralnim
modulom IPP);

z dodatnim modulom za spremljanje dostopov do vsebin v IPP centralnem modulu in
vpisov v ta modul, bi lahkorpko frekvence vpogledov ugotavljali, kateri predpisi so

naj bol j evrolic¢ (in bodo v splogni javnost.:i
Preko gtevila komentarjev na dololen predpi
sporni(inbij h bil o treba ge prilagajati Za j avnos
poizvedb in vpogleda v zgodovino verzij, komentarje ter druge dokumente, povezane z
dol ol enim predlogom predpisa, bi S i priprayv
v preteklih postopkih i n seiztnaakng nei,m kni a psaek akn
verzijah predlogov in mnenijih je lahko podlaga za optimizacije procesov;

aplikacije v sklopu sistema | PP med seboj g
pripravi, a ni nobenega pravega razloga, da se standardni paketi z metapodatki ne bi
uporabili splogno, kar ©bi v razlilnih zaled
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omogol al o enostavnej go, hitrejgo in nat anl
nastajajo.
Zakl jul ek

Centralni mo d u | I PP se je v praksi i zkazal k
aplikacijami in spletnim portalom -Bemokracija. Centralni modul IPP kot osrednji produkcijski
segment sistema za podporo procesom pripravepisied predstavlja primer dobre prakse, ki

obstojelim aplikacijam in portal om nudi uni ver
predstavlja tudi potenci al za razlilne optimizac
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Informatizacija laboratorijskih procesov v laboratorijski
diagnostiki: ekspertni sistem za molekularno diagnostiko

I nformatisation of laboratory workfl ows in laboratory diagnostics: Expert
system for molecular diagnostics

Matjag Hrgha Lepin, Klemen Zupanlil, Kr
BioSistemika, d.o.o0 , Tehnol ogki par k 24, 1000 Lj i
matjaz.hren@biosistemika.com

Povzetek
Mol ekul arna diagnostika je v zadnjem | asu v
prehaja iz klasilnih mikrobiologkih tehnik,
mikroogani zmov na trdnih in tekolih gojiglih,
nukl einske kisline v biologkih vzorcih (npr
so hitrejge, cenejge, natan| nejge, zahtevaj
upa abo. Tehni ki potrebujejo vel i zkugenj ter
gotovostjo pridobijo zanesljive rezultate, saj moderne metode generirajo kompleksne
podat ke, hkrati pa je potrebno vsako anal i z
oomgol a celostno in centralno vodenje anali z
nalrte analiz, pomaga pr.i programiranju nap
podatke obdela, interpretira ter jih izvozi v obliki za izvid, ali shranjevanje v godai
bazi. Je preprost za uporabo, saj uporabni k
pa tudi prilagodljiv za razlilne platfor me
Kl jul neelbeperdteni si stem, mol ekularna diagno:
Abstract

Moleaular diagnostics is a fast growing area. More and more laboratories are replacing
conventional microbiology technologies, such as cultivation and identification of pathogens
on solid and liquid media, with modern technologies that analyse nucleic acids in
biological samples (e.g. rediime PCR). Modern methods are cheaper, faster, more
accurate and require less sample. They are, however, more complex. Technicians need
more training and experience to effectively produce a reliable diagnostic result also
becaise the data outputs are more complex and because each analysis has to be accurately
designed in advance. Expert system enables wholesome and central management of
analyses, controls sample input, creates analysis plan, eases communication with
instrumentsnvolved in the workflow, interprets the results and exports results as a report
or in appropriate format for deposition into a local database. It is easy to use as it guides
user stepwise (as a computer wizard), while also being flexible for differiattopms and
laboratory routines.
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Ozadje

Laboratorijska diagnostika je zelo hitro 1
podrol j e, s aj obsega d i aokohap Btasankamegan raadzopao d r o |
(diagnosti ka povezana z gospodar sko pomembt
veterinarskega nadzora in seveda medicinsko diagnostiko. Zlasti slednja je zelo dobro

regulirana in posl edi | saimazlk odgavdenm natogol tp je k o n z
pomol zdravni kom pri di agnozah bol ezni I n
molekularne metode zelo hitro uveljavljajo v laboratorijski medicini. Nenazadnje o

pomembnost. te dej avnosdie za paboratorgskotmedicino ik b st o]

samostojna Zbornica laboratorijske medicine Slovenije.

Medi cinska diagnostika je zelo girok pojem

na celil nem, t ki vnem, bi okemi j skene borm mol el
osredotol il na ogje podrolje medicinske dia
molekularne diagnostike nukleinskih kislin (torej DNA in RNA). Ta obsega detekcijo

mi kroorganizmov v |l ovegki h \vaspremembw dédbeasnk t er |
zapisu (npr. polimorfizmi posameznih nukleotidov, delecije, insercije) v povezavi z

dol ol eni mi bol ezni mi, nagnj enost. zanj e al
preverjanjem kako specifilno zdravilo deluje
Vtem podrolju se uporablja vel tehni k, npr .
pol ymerase c¢chain reaction), sekvenciranje n

restrikcijskih fragmentov, angl. restriction fragment length polymorphism), vzadne a s u p a
se vedno bol j uveljavl ja tehn-tnkedPCH.CBrebno r eal r
j e omeniti, da so vse omenjene metode in pos:s
nadzora okolja, fitosanitarnega in veterinarskega nadzora.

PCRvr eal nem | asu

PCR v realnem | asu (gPCR) je molekul arna me
Uporabljamo jo za detekcijo specifilnih fra
vzorcih. Ker sta DNA in RNA prisotni v vseh celicah organizmavkto | | ovegki h, g
rastlinskih kot bakterijskih in celo v virusih, lahko z metodo gPCR zaznamo poljuben tip
celic, okugbo z bakterijami al i Virusi (di

nukleinskih kislin (detekcija genetskih napak in panfrzmov) (Keer, 2008; Klein, 2002).

gPCR predstavlja nadgradnjo verigne reakci
omogola ne | e detekcijo specifilnih zapored
kvantifikacijo (dol olgarjve | o lkiolpiing, ®ztedaocl
merjenja fluorescence oznalenih produktov PC
produkta PCR sorazmerna i zmerjeni fluoresce
(Ginzinger, 2002; Wilhelm in Pingmi, 2003; Bustin, 2005; Kubista in sod., 2006).
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Tak pristop omogola natanlno kvantitativno
prednost.i met ode gPCR ge giroko dinamil]no ¢
vzorcih lahko zaznamo prisotnost 2 o0 Kk op i | tarl e) ter nat an|
Wiseman, 2002; Wilhelm in Pingoud, 2003). Zaradi vseh teh lastnosti si je metoda qPCR

zagotovila giroko uporabnost v | aboratorijsk

Laboratorijski postopki v molekularni laboratorijski diagnostik i

Rezultati, ki jih dajejo laboratorijske analize morajo biti zanesljivi, saj so nenazadnje od
njih odvisna tudi | l ovegka givljenja. Zato n
standardizirani, nat an| no tpgkih 6S®M), pri tem gatjeand ar
potrebno uporabljati validirane metode, validirane oz. kalibrirane instrumente, postopke pa
mor a i zvajati izul eno strokovno osebje. Vv
uveljavljanju standardov kakovosti v medicinske diagnosl n e | aboratorije
laboratorijska praksa GLP, ISO 9011, ISO 17025).

Anaizo s PCR

Vzarcenje krvi ‘
(vepruvete)

il
=
[=
=
ic
[}
2]

P

1 i ™
Priprava analize w ‘\,:'L.f'
lzolacija lzolacija
RNA DNA
Yo
Nanosvzorcev w SIS
Prepisv
= cDNA
P
b3 Analizav ry o
o Instrumentu gPCR -
e
38 DNA ‘
Kontrola kakovosti w T
inanaliza podatkov AEAT AN

Porocanje % A
(izvid) o

Slika 1: laboratorijski postopek v primeru analize vzorca krvi z metodo qPCR.

Na sliki 1 je prikazan laboratorijski postopek v primeru analize vzorca krvi z metodo
gPCR.Razvidna je kompleksnost postopka, ki | e

vzorca ter sama analiza s qPCR), poteka na v
|l aboratorij), proi | emer so pr arvadtomras kfoa zleo | zer
postopku sodelujejo razli]ni profili ' judi,
izobragenega kadra in v zakljulni fazi porol
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Postopek priprave in analize vzorcev s qPCR zaradi zahtevrajgtigosteje opravljajo
univerzitetno izobrageni kadr i . V postopku
pripravo o0z. nal rt anal i ze, za izdelavo pr ¢
postopek v laboratoriju, programska okolja, v kateatpregledujejo in obdelujejo rezultati in
na koncu programska okolja v katerih se prip

Zato se pojavlijajo tegnje po avtomati zaci j

usmerjene v avtomatizacijoprr ave vzorcev in Vv manjgi mer i
postopka. Ravno sl ednj e g-mziskogvamaskupinass e j e | ot i |

Avtomatizacija laboratorijskih postopkov

Tehni ka qPCR je kompatibil na s.awoma&ixrad ni mi

izolacijo nukleinskih kislin iz wvzorcev ter
poteka anali za. V obeh primerih gre za robo
nadomesti z roboti. Dobra stran robotizacije je, dehlk o v kr aj gem | asu
vzorcev, z veljo ponovljivostjo (ni ni hanj n
del ovno sil o. Seveda ne gre brez slabih st
nepovezani (specialoktenagia bpprdel bajpl kar dne
da je potrebno v enem procesu kombinirat:i re
je ge relativno kompleksen stik z wuporabnikc
vzame velai Wo slissdae,m danese nov postopek ali pr

Ekspertni sistem poenostavlja kompleksne procese

Kot s mo opazil i, ] e postopek priprave v
avtomati zaci | e. Nage podj et jkeadzom prpcesa analizeo U s n
vzorcev z metodo PCR, torej postopka, ki poteka od priprave vzorcev naprej, ga
poenostavlja, med drugim tudi s tem, da vsebuje ekspertno znanje strokovnjakov diagnostikov

in na ta nalin cel ost no teoljanedvanneabiica znan@hn ( s | |
praktilnih izkugenj, ki jih ima podjetje tud
Osnovne | astnost.i i n hkrat i prednost. na

diagnostiko so:

1 povezanost vseh do sedaj prostoss i n operativno l ol eni
enostaven postopek, ki se ga vodi iz enega samega nadzorovanega okolja

f avtomatizacija vseh korakov, K i jih je
priprava predl og I n spremni h olliasjtgoavn a z
komuni kaci j a z | aboratorijski mi I ngtru
avtomati zirana obdel ava in kontrola kakec
(e-izvid)

f vsebuje ekspertno znanje iz specij@ilnih
za avtomatizirano obdelavo in kontrolo kakovosti podatkov

T lrpanje podatkov o vzorcih iz obstojelih
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1 enostaven izvoz rezultatov v elektronski oblikpodlaga za deponiranje v interne

in zunanje baze podatkov

1 interre baze vzorcev, analiz in rezultatov

1 sledljivost celotnega procesa analize vzorca (kdo, kdaj, kaj)

T enostavno pregledovanje statistike rezul

laborantov, ipd.

T razlilni ni voj i uporabni k@ki hz prraazvliicl,ni |

kompatibilne z delitvami vlog in hierarhijo v laboratorijih.

Vse te prednost.i mo|l no poenostavljajo pro
uporabni k ne potrebuje vel razlilnih progral
por ebne dokument e, ki jih potrebuje za izved
z ekspertnim sistemom. Poleg tega ekspertni sistem prevzame nase kompleksne naloge, ki jih
je do sedaj |l ahko izvajal analahk& ki uthv evrea z
del postopka sedaj izvaja kader z nigjo izo
Seveda zakljulni del, to je preverjanje rezu
analitiku oz. vodiji laboratorija, ki ima ustmez znanje, specializacijo in pooblastila.

Dodatna prednost uporabe ekspertnega si st
post opkom, kar poveluje sledljivost i n s t
laboratorijih in se zelo dobro vklapljavobst e| e si steme kskemopei bi N
od zaletka =zasnovan z wupogtevanjem nal el Z
| aboratorijske prakse i nPrawstpkb gegpnigrakljanje temihd ar d o
statisti k o ihgzoeew,itipiuanaiznia lezulatihrv @kspertnem sistemu zelo
enostavno.

Our Expert system reduces
number of steps and
Analysis setup connects them into a single
environment
Selection and /m\
A i it —>| e \
s UG
Prepare documents, \I
recipesfor lab work ' A
e
—
y

[ Archive data H reate print HREWQHMM Hanel dacs

(] (W] (]

SIi ka 2: Ekspertni sistem molno poenostavi p
Prikazani so koraki v anali zi, ki se trenutno v
|l ahko v postopku uporabijo celo gtiri razlilna fj
tisti koraki, ki jih nag ekspertni Ssistem povez

petih enostavnih korakov, ki se vsi izvedejo v enem samem prograkem okolju.
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Povezljivost z ostalimi sistemi

Ge sam obstoj i nformacijskih sistemov por aj
nekega informacijskega sistema z ostal i mi

konkretneje v pkoedr dli jag n d satbiokeat @proimas j kanj e
standar dov. To se postopno izboljguje, s aj ¢

tako sprejeli akcijski plan zaZdravje/eHealth (Communication orHee a |l t h é , 2004) .
Ministrstvo za zdravje R$ leta 2005 pripravilo Strategijo razvoja informatike v zdravstvu
eZdravje2010. To so podlage, ki dajejo temelj informatizaciji postopkov v laboratorijski
diagnostiki.

KIl'jub temu se trenutno diagnostil ni | abor a
svojih najboljgih moleh informatizirajo sSvVvVoOj
tipi LIMS sistemov (laboratorijski informacijski sistem, angl. Laboratory Information
Management System), v katerih laboratoriji shranjujejo podatke o vzorciwtdtatih analiz.

Kl'jub obstojelim sistemom, pa je ge vedno z
podat kov ter rezultatov, s aj i majo razlilni
zahteve za vhodne in izhodne podatke.

Z nagi m eskissppeermionrm ms mo gel el i vzpostaviti v
instrumenti (v tem trenutku z instrumenti gPCR) ter zunanjimi informacijskimi sistemi. Ker je
stemcel ot en di agnostil ni proces informati zir
ekspertnega siema z notranjimi laboratorijskimi bazami podatKb¥MS sistemi) bazami
podat kov narolnikov analiz (npr. bol nigni c,

nacionalnimi zdravstvenimi bazami podatkov.

Na tak nalin smo usnske iamenjdvo rezpltatdv| caigpma izidov e | e k
(ei zvid), kar i ma med drugim pomembne prednos
izvida.

Prihodnost

Trenutno je sistem prilagojen za diagnost:i
metode qPCR. Vppniiodno st i gelimo v sistem vkljulevat:i
met odah in na tak nalin vzpostavljati enotno

Razvoj omenjenega ekspertnega sistema usmerjamo tudi v mobilne aplikacije, s katerimi

bo sistemdost open preko sodobnih pametnih telef
inteligentno avtomatizacijo kompleksnih kor :
rolno (npr. nanaganje reakcijskih meganic i
instrument gPCR), ter njihovo integracijo v ekspertni sistem.
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Zakl jul ek

Gl ede na svetovne trende ter nage izkugnje
na Nacionalnem ingtitutu za biologijo, | ahk
informatizacija laboratorijskih procesov moderen trend. Z razvojem prihajajo v laboratorije
nove naprave in metode, K i procesirajo ogror
neobvl adl jive. Nuj no | e, da so tcentrammidat Ki o]
namensKki mi sistemi, kot j e nag ekspertni
informativnost, ulinkovitost ter zmanj ga m
razbr emeni | aboratorijske tehnikaeajokivel akkor
i n hkrat. razbr emeni strokovnj ake rutinske
bolnignicah, hkrat. pa so ti natan| nej gi i
kvaliteto ¢givljenja za vsakega uporabnika zd
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Kratka predstavitev avtorja

Matjagj élreni ver zitetni di pl omirani biol og, pridobil ;
znanost.i na Biotehni gki fakul teti Univerze v Ljublj
doktoratom na Naaibinal ag@gim 0 ngae i POBukzomabkgemi hasut e BN
bi oinformatika. Poleg tega ima izkugnje z vzpostavl
bi ologkih | aboratorijih (GLP, | SO 900ilagmn&Ot i1|I7Mi2H ) me t
nji hovi i mpl ementacij i v | aboratorij, z avtomati zaci

delavnic. V podjetju BioSistemika, katerega soustanovitelj je, vodi raziskave in razvoj.
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Staranje na kraju bivanja? Impleme nt aci j a t el eneg

Ageing in place? mplementation of the telecare within society

Dr . Bogtjan Kerbler
Urbanistilni ingtitut Republike Slovenijal/l Urbe
El ektronska pogta: bostjan. kerbler@

Powzetek

Za razvite drgave postaja staranja prebiv
velanjem deledga starejgih hitro naraglajo s

od nalinov za zagotavljanj e welsjtearfeijmga | nve
domove in njeno zagotavljanje na daljavo.
analizirani nekater.] pogoj i i n zahteve Z a
zdravstvene in socialne sisteme. Kot se je izkazalo, zajema imfaeijaekombinacijo
tehnol ogkega in organizacijskega nalrtovanj
d®l egni ke, K i i majo razlilna pojmovanja gl e
je treba zadostiti, z a t pagompost@okabmplementaciferjeb n o 1
pomembna zI| ast. politilna podpora inovaci|
strani uporabnikov.

Kl jul nestb®@rsanjee prebival stva, starejgi I j ud)]

na daljavo, teleoskrbdKT

Abstract

For developed countries population ageing is becoming an increasing challenge,
especially as the rising proportion of older people is rapidly increasing costs of health and
social care services. To ensure greater financial sustainabilitare for the elderly should
be transferred into their homes and provided at a distance. Therefore some conditions and
requirements for implementation of such care in existing health and social care systems are
presented and critically analyzed in the aeic The implementation was recognized a
combination of technological and organizational planning and in addition to user, it
includes also other stakeholders, who have different conceptions of risk and different value
systems which need to be satisfiedplémentation, therfore, must be carefully planned.
Starting the process of implementation the political support for this innovation is
particulary important, but for its acceptance in society the support of the users.

Key words:population ageing, elderlpeople, residental environment, ageing at home,
remote home care, telecare, ICT

117



Inf( (Hm

1 Uvod

Zar adi staranja prebivalstva, zl ast.i zar adi
K i praviloma potrebujejo zelo wvebprhgewasrkjrde
zdravstvenih in socialnih storitvah, kar us
zdravstveni in socialni Si stem. Leprav | e
vzbujajola, se bodo po napiov(Eeadd h7 )Kowni sri ij eo cEnv
za pokojnine, zdravstveno var sit8%dDH, skupdiol got

strogki zdravstveni h i n 5205 pardjiin $amo z socialnot e v p
varstvo, na pr i namicah Evropske uijé le®a0 5dr ¢daevi aehg |Islt r o g k
okoli 35% BDP (Jespen in Leschke, 2008). V naslednjih desetletjih lahko torej utemeljeno
prilakuj emo, da se bo na podrolju zagotavlj
i menovane ébwbynbogmpgepacij e, K i bo v vse Ve
storitev za starejge. Z vidika di-ndevstvekne , pr e
izdatke oziroma vzdrgevanja porabe, j e pom
starostneodi snosti depandengy gatloh  (ka n k.a g e, kol i ko star
delovno sposobnih prebivalcev. Razmere nakazujejo, da se lahko zgodi, da bo v prihodnje
primanjkovalo delovno aktivhega prebivalstva, iz katerega se napaja zdravstgeciammi

sistem. Dolet 060 se bo namre] razmerl5aeo 6det)dn gt evi
gtevilom upokojlerngew masntj ayrad jogizh ok | 200G : 1, K
na 1,9:1, v Sloveniji celo na 1,7:1 (Eurostat, 2011). V primespremenjene stopnje zajetja

upravi |l encev do kontingenta starega prebival
produktivnost. i n nespremenjene stopnje zaj
izdatkov v zvezi s staranjem v BDP enaka rasegfioienta odvisnosti starega prebivalstva

(Di movski in Gnidargil, 2007).

Ker se torej finanlne zmognost.i dr gav, d s
zdravstvenih in socialnih storitev, zmanj gu
storve za starejge | im bol]j racionalizirati. :
obli k neinstitucionalnega bivanj a, proi | emer
svojem domu (gre za koncepta staranja na kraju bivanjaageg inplace |, proi | emer
bil o treba zdravstvene i n social ne storityv
Podporni ki te zamisli pri tem izhajajo iz p
da si starejgi g el i jdomu, visemdzhapeen okolfuspalegeegatpat i v
gel i j o, koli kor je mogol e, dol go ohranit.i S
Rojo Perez et al., 2001; Sabia, 2008; Wilesa et al., 2009; €osteet al., 2009). Vendar pa

je to mogoledje, odokRhejol zdravi, ko pa se |
sposobnost.i in se pojavijo prevelika tvegan
givlijenja (na primer pozabijo jemat:i zdr avi |
prsel iti v nadzorovano okolje, najpogosteje \

neformalni skrbniki in izvajalci oskrbe (po podatkih razisk&eniorwatch(glej Komisija
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Evropski h skupnost i% s2t0a0r8e)j gn urd ip oltnemdstihkpo ti  8l(h €

opravilih eden od |l anov njihove drugine) na
vse tegje skrbijo za svoje starejge druginsk
storitev v domala okolsjna | $fawveaj gieh zl jwdtir ejz
infrastrukture in nalinov njihovega izvajanj
katerih je mogole oskrbo starejgih zagotovi
(ang.telecarg . V pr a g a tem eastavllaj je, lsalo topzvesti oziroma kako oskrbo na

dal javo uvest.i V ge obstojele sisteme izvaj
predstavljena in kritilno analizirani nekat

dallavozas ar e ge.

2 Delovanje sistema telenege

Kot navajata Porteus in Brownsell (2000), IscK T , K i so vkljulene v
razvr gl ene v Prvorgeéneragije sigamavcdskrbe .na daljavo so v nekaterih
zahodnjagki h drgavaéd za¢l!l koupdvamhj alteise ke

imenovani varovaln@larmni sistem (angafety alarm system, tehnilno prepro
K i temel i na telefonskem prikljul ku. Pri u [
aparat, opremldgalnjizndkiemgspmogi |l om, ki ga os
zapestnico na roki ali obesek okoli vrétglej slikol) i n ji omogol a, da |
od koder kol i v stanovanju/ higi (tudi kadar
ponmo | skrbnika (na pri mer s v o j-icf@amaciskiocenedia , zna
s e pogovor.i gl ede pomol i (Miskell vy, 2001) .
uporabnika ob dololenem | asu opozori g da mo
zdravilo). Pr v a generacij a | KT ,-alarmrk |sigteni, epredstavija var
najosnovnejgo I n naj prepr oRsatzegjigg enapl i k auq
varovalnealarmnega sistema k@rve generacijenovacijIKT za zagotavljanje staranja na

mestubi vanja je razlilna: v nekaterih zahodnj
drugim tudi v Sloveniiji) je nizka al:i pa d

navedbahlCTé&Ageidgi Eueopean Study on Users, Markets and Technolqgies
Kubitschke in Cullen 2010) jel at)] egajupiogijaibn
Britaniji in na Irskem (1#16%) ter na Gvedskem,ilOBo), nEI¥e m i n
sledijo ZDA, Gpanija, Neml|lija,nMaddganska, Ne
je ta storitev v Sl oveni j%upopabnikevamd rapa evipeskeo d | ¢
lestvice.
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Slika 1: Dal jinski sprogilec, érdel.i gumbg¢, z
(vir: TeleCare Online, 2011).

Z razvojem sodobnih IKT se odpirajo nove@ng n o st i Drugageneracijatlkm e/ .
sklopu telenegge nadgradnja varovalralarmnega sistema. Gre maovativen sistem, ki
predstavlja eno od aplikativnih obli&kmbientalne inteligencéang.ambient intelligenceali
inteligentnega okolja (angmat environmeny, ki temeljijo na IKT (glej Remagnino in

Shapio 2007, ter Pecora in Cesta 2007). Pri
po konceptu pametnih domov (asgnart homers , povezana VvV omregje o0c
in prek njega z izvajac i oskrbe in drugih storitev. Tak
deluje tako, da senzoriji, K i SO vgrajeni Voo
primer na kljukah, r oil giej siikb2, ) rsop rne nhl juaikeloh giinv I
uporabnika:

1 merijo wupornikove fiziologke funkcije (na
stopnjo sladkorja v Kkrvi, telesno tego, t e
izdi hanem zraku, gume \verpodbne)su, izl ol anje s
T zaznavajo uporabnikovo delovanje (na pri mer
givlijenjskem stilu, ocenjevanje vedenjskeg:
gtevila prehodov skozi v r at afrekvepce gtapanfama s t i
preprogo pred posteljo, | as hranjenja in gt
T uporabni ku s kognitivni mi in/ ali senzoriln
pri mer ko je | as za jemanje zdr astonulin, zvol
podobno);

T omogolijo in belegijo socialno interakcijo
s sorodniki, prijatelji in z znanci ter za virtualno sodelovanje pri skupnih aktivnostih).

Vse informacije se pr en fognadjskemi(nadzdinerh)sigggmu.o v ¢
Prepoznave razl il nih biofizilnih vzorceyv n
odkrivanju posl abganj a zdravstvenega stanj a
ustreznej gi prilagoditvij uprnoogrreabmat nz2g ao kmr ewna
omogol|l ajo pa tudi ne | e avtomatizacijo ruti
stanje in razumevanje potreb bolnikov. Upo
prizadevanja za zdravje, so vsak trenutakvoljo njegovi agregirani podatki, opremljeni z
ustrezni mi priporol il oziroma nasveti. Takoc

zagotavljanju zdravja, oskrbe in varovanja na daljavo (Jelenc, ZD@¥ysto sistema Barlow
et al. (2006) opredgljejo kot preventivno (angareventive modali p-modse.
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